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Abstrakt

Zdolavani pandemie COVID 19 si vyzadalo fadu omezeni.
Rada organizaci piesla do rezimu , home office. Pro krizové fizeni
v prostiedi vefejné spravy je rezim hybridni prace, véetné prace
z domova, resp. koncept ,virtudlnich tymi“, v podstaté novy.
Toto feSeni navic vyvolava v prostiedi stavajicich pravnich predpisu,
ale i zvyklosti v oblasti krizového fizeni, celou fadu otazek. V ramcei
CR navic neexistuje jednotny piistup k &innostem provadénych
v krizovych $tabech (KS), ani ujednocené vzdélavani ¢lenit KS.
Pandemie covid-19 tak prokézala potfebu bliZe se vénovat i dalsim
moznostem fungovani KS.

Kli¢ova slova

Krizové tizeni, krizovy §tab, virtualni krizovy §tab, management
odezvy.

Abstract

Dealing with pandemic of covid-19 required implementation
of variety of restrictive measures. Many organizations employed
“home office” as an effective mean to protect its employees.
In environment of crisis management, especially for public
administration usage of hybrid workflows, including working
remotely or using “virtual” teams is a new concept with many legal
issues and absence of mature processes to deal with it efficiently.
In Czech Republic the activities of crisis staff are not standardized.
Similarly, crisis staff members training is also not standardized.
These recent experiences proved necessity to research further
alternative modes of operation for crisis staff.

Keywords

Crisis management, crisis staff, virtual crisis staff, response
management.

Uvod

Pandemie covid-19 si vyzidala nejen v Ceské republice,
na Slovensku a v Polsku, ale i v dal§ich zemich, vyhlaSeni
nouzovych stavil pro cela uzemi stati. To pifedstavovalo pfijeti
fady krizovych opatieni ke zmirnéni jejiho dopadu. Uzaviely se
Skoly, ufady, obchody, ale i mnohé provozovny a podniky. Kde
to bylo mozné, fada organizaci ptesla do rezimu prace z domova
(tzv. ,,home office®).

Pro feSeni problémt postizenych organizaci se rovnéz vytvarely
,virtualni tymy*. Virtudlnimi tymy se rozumi pracovni skupiny se
spole¢nymi cili a ukoly, jejichz ¢lenové se nachazeji na riznych
mistech, a jsou vzajemné propojeni zejména prostiednictvim
informacnich a komunikaénich technologii (ICT).

V komeréni sféfe jsou nastroje umoziujici tento typ prace
dostupné jiz fadu let, jejich adopce vSak probihala postupné
a pomalu. Teprve nastup pandemie, a nutnost omezeni prezen¢nich
setkdvani, masivné prosadily tyto technologie do bézného uziti,

a to az do té miry, Ze je toto pouziti vnimano jako ,,novy normal®.
[8] Tim se mysli, Ze nastroje a postupy vyvinuté pro ucely
zvladnuti pandemie budou stalou soucasti portfolia nastroji rutinné
nasazovanych pro zajisténi béznych ¢innosti organizaci i mimo
pandemii.

Reditel Microsoftu Satya Nadella identifikoval ¢tyFi zakladni
charakteristiky téchto zmén [23]:

- Hybridni prdce - schopnost spolupracovat prezenéné a online,
s dirazem na flexibilitu.

- Budovani hyper-propojenych podnikii - diraz na propojeni se
zakazniky organizace v realném case.

- Budovani digitalnich schopnosti - investice do digitalni
transformace organizaci, extenzivni vyuziti cloudovych
technologii a infrastruktury uvnitf organizace pro podporu
spoluprace tymu napiic¢ organizaci.

- Zabezpeceni end-to-end - nasazovani komplexnich néstroju pro
fizeni identit, bezpe¢nosti, vyhovéni pozadavkiim legislativy,
ochrany soukromi a management.

Vefejna sprava je ve srovnani s komercni sférou v adopci
takovych technologii pozadu.

V disledku pandemie covid-19 byly také organy krizového
fizeni ve vefejné spraveé nuceny piejit na ,,distancni* formu prace.
Toto feSeni ale vyvolava v prostiedi stavajicich pravnich predpist,
ale i zvyklosti v oblasti krizového fizeni, celou fadu otazek. A to
nejen v problematice technického feSeni, ale zejména v pravni
a organizacni oblasti, a oblasti kybernetické bezpecnosti.

Home office a virtudlni pracovni tymy

V souvislosti s vyskytem pandemie covid-19 je hodné
diskutovana problematika pfechodu organizace na ,distan¢ni
formu prace. Pred odbornou vetejnosti z bezpecnostni oblasti tak
vyvstava otazka, zda by forma virtualni spoluprace byla mozna
rovnéz pti fungovani krizovych $tabu.

Na problematiku krizového fizeni v distanénim rezimu
nutno pohlizet ze dvou smérd. Prvni smér pohledu nutno zaméfit
na samotné fungovani home office v organizaci. Druhy smér
pohledu je problematika fungovani virtudlniho pracovniho tymu.
V ptipadé krizového fizeni pak fungovani stabnich praci v ramci
virtualniho tymu.

Problematika home office

Pod pojmem home office se zpravidla rozumi forma flexibilniho
pracovniho poméru, kdy zaméstnanec pracuje mimo sidlo
organizace, a to bud’ kazdy den, nebo v kombinaci s dochazkou
do sidla organizace. V CR problematiku z&asti upravuje § 317
zakoniku prace [28] a § 3 pism. n) zdkona o nemocenském pojisténi
[26]. V rezimu home office mize ucastnik zastavat individualni
nebo tymovou roli.

V souvislosti s home office vydala fada instituci rtizna
doporuceni. Na stran¢ jedné se jedna o provozni a organizani
zalezitosti spojené s praci na dalku, na stran€ druhé jsou to technicko
organizacni zasady provozu informaénich technologii.

Zasady pro bezpecnou mobilni praci jak ze strany organizace,
tak i jejich zaméstnancti, se zaméruji do nasledujicich oblasti [6]:
1. Potifeba bezpecnostnich ptedpisii pro praci v rezimu home

office.

2. Zvysovani informovanosti pracovnikli o bezpecnosti pfi praci
na dalku.

3. Dalkovy pfistup k datim organizace a jeho ochrana.

4. Zakoédovani prenosnych IT systémi a datovych nosica.
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5. Pouziti ochrannych folii' na obrazovky ptenosnych zafizeni.
6. Zabezpeceny vzdaleny piistup do sité instituce.

7. Zalohovani dat.

8. Vcasné oznamovani ztraty IT systéma a dat.

9. Technicka podpora pracovniki na dalku.

10. Prace s cizimi IT systémy a sitémi.

11. Likvidace divérnych informaci.

12. Zptisob nakladani s tfednimi dokumenty.

13. Ovéfovani identity.

14. Ochrana pied phishingem.

Z vyse uvedeného je ziejmé, ze prechod z bézného pracovniho
rezimu na rezim home office vyzaduje nezbytné pfedchozi ptipravu.
Operativni pfechod na nepfipraveny rezim home office, napf.
v ramci pandemické krize, mtze byt v fadé pfipadl riskantni,
a muiZe piinést provozujici organizaci fadu problémd.

Na druhou stranu, uspokojivym vyieSenim vySe uvedenych
oblasti se zaroven vyiesi také vétSina problémovych oblasti
spojovanych s realizaci hybridnich forem prace a jeji efektivni
realizaci bez ohledu na to, kde se jednotlivi zaméstnanci nachazi.
Organizacim, které se rozhodnou takové formy prace podporovat,
se oteviou nové moznosti ve flexibilité organizace prace.

Virtudalni pracovni tymy

S postupujici digitalizaci se v poslednich letech obvyklé
pracovni podminky zménily. Vznikly nové formy prace.
V minulosti byla naprosto nezbytna fyzicka pfitomnost zaméstnancti
na pracovisti. V poslednich letech umoziuji digitalni technologie
lidem spolupracovat v tzv. virtudlnich tymech, resp. prostorové
distribuovanych tymech.

Jsou to funkéni pracovni skupiny, které maji spole¢né cile
a ukoly. Jejich Clenové se nachdzeji na riznych mistech, a jsou
vzéajemné propojeni prostiednictvim informacnich a komunikacénich
technologii. Tato forma spoluprace, jako soucast prumyslového
a obchodniho zivota, neni nova.

Mezi divody, které vedou k sestavovani virtualnich tymu,

se napf. uvadi [29]:

- specifické znalosti a dovednosti zaméstnancl, které lze
shromazdit bez ohledu na misto jejich pobytu,

- rychla dostupnost vysoce kvalifikovaného tymu (interné
i externé), protoze jiz neni nutné ménit stanovisté/pracoviste,

- uspora Casu, protoze komunikace v tymu muze probihat bez
velkého zpozdéni a odbornici mohou byt rychle propojeni,

- Uspora nédkladd snizenim pocétu zaméstnanclii a cestovnich
nakladd,

- rychlejsi a ptiméjsi prenos informaci a lepsi dokumentace
téchto procest,
a cela fada dalSich.
Fungovani virtudlnich tymu vsak provazi i fada problémd jako

jsou [29]:

- Riziko technického selhani (dostupnost efektivni technické
infrastruktury).

- Komunikaéni nehody (komunikace a socidlni interakce se

zménily na medidlni komunikaci; nedostatek komunikaénich
kontextit).

- Dysfunkéni konflikty (nekontrolovatelné eskalace konflikti,
protoze napéti mezi Gcastniky je méné ziejmé).

- Neefektivni pracovni procesy (vy$si pozadavky na koordinaci
pfi plnéni tkolu).

' Ochranné folie snizuji pozorovaci thly, coz snizuje Sanci uniku

informaci pfi praci ve vefejném prostoru.

Uvadi se rovnéz, napt. [29]:
- Snizena identifikace zaméstnanct s organizaci z divodu velké
vzdalenosti v tymu.

- Omezeni intenzity socialnich interakei.

- Rostouci podil a zavislost na komunikaci podporované médii.

- Opatfeni k udrzeni divéry, motivace a spoluprace.

- Chybgjici integrace ¢lend skupiny majicich malou potfebu
sladéni se s ostatnimi ¢leny skupiny.

- Nejistota pii hodnoceni vykonu a klimatu ve virtudlnim tymu
z diivodu chybgjicich stop a kontexti.

- Nedostatek moznosti kontroly a intervence pro manazery

(zneuziti, dosazeni cill),

- apod.

Dalsi podrobnosti viz napf. [25].

Efektivni aplikace home office, resp. praci v riiznych virtualnich
pracovnich tymech je, bez pfedchozi technické a organizacni
pripravy, jen téZce realizovatelna. Nahly a nepfipraveny piechod
mnohdy pfinasi vice skod, nez uzitku.

1 ptes vyse uvedené klady, resp. zapory, je inspirujici zamysleni
se nad moznosti vyuziti zminénych forem fungovani v oblasti

bezpecnosti, resp. pro fungovani bezpecnostnich rad a krizovych
Stabu.
Krizovy §tab organu vefejné spravy

Krizovy management realizuje krizovy manaZzer za podpory
svého krizového Stabu (KS). Rozumi se jim proces piipravy
na krizové situace a jejich feseni (odezva).

Krizovym manazérem ve vefejné spravé je vrcholovy
predstavitel tizemni vefejné spravy (organ krizového fizeni).
KS ve vefejné spravé je pracovnim organem jeho zfizovatele,
uréeny pro jeho podporu pii koordinaci zachrannych praci a feSeni
krizovych situaci, dale jen ,,management odezvy“.

Management odezvy je charakteristicky persondlni strukturou,
aplikovanymi procesy a k tomu disponibilnimi prostfedky -
viz Obr. 1.

Management odezvy

Personal Procesy Prostfedky

Obr. 1 Struktura managementu odezvy

Na urovni instituci vefejné spravy je management odezvy
z Casti regulovan pravnimi piedpisy [27], [21], metodikami [24],
[17] a doporugenimi [1], [2], [3]. Sestavé ze zasedani KS a ¢innosti
stdlé pracovni skupiny krizového §tabu? (dale jen ,,SPS KS%).
A to, za v dal§im specifikovanych podminek.

KS uzemniho® organu vefejné spravy zpravidla tvoii ¢lenové
bezpeénostni rady (BR) a ¢lenové SPS KS. SPS KS se mize dale
vnitiné &lenit s ohledem na odbornost osob zatazenych do SPS KS
nebo s ohledem na zaji$téni probihajicich procesi [24].

2 Stalou pracovni skupinu krizového $tdbu lze vnimat jako stalou
sluzbu krizového Stabu.
3 Kraj, obec s rozsifenou pisobnosti.
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Konkrétni slozeni KS je obsazeno v zakladni ¢asti ptislusného
uzemniho krizového planu, v bodu Charakteristika organizace
krizového fizeni [21]. V praxi jsou €asto v ramci SPS zfizovany
odborné pracovni skupiny (OPS), které tvoii vedouci OPS (V OPS)
a dalsi ¢lenové - viz Obr. 2.

Stala pracovni skupina

Vedouci SPS
1)
vedouci odborné vedouci odborné
skupiny [1) skupiny [1)
% I—|

Odborna skupina
tylového zabezpeceni

Odborna skupina analyzy,
nasazeni 5aP, soucinnosti

a komunikace a ochrany
obyvatelstva

K, o

stiedisko [1)

— A - Souéinnost a komunikace B - Analyza a nasazeni

D - Sekretariat K$

C - Logistika a ochrana obyvatel

Obr. 2 Struktura Krizového §tabu ORP Kravate [16]

V podminkich CR problematika KS podrobnéji centralng
specifikovana neni. To pfinasi fadu problému do vzdélavani osob
zatazenych do krizovych §tabu.

Jako piiklad mozného slozeni KS pro potieby vzd&lavani
miize poslouzit organizaéni struktura studentského KS, ktery je
vyuzivan pro vyuku studenti FBI/VSB-TUO* v krizovém Fizeni,
v ramci predmétu Management krizovych situaci - viz Obr. 3.
V podminkach studentského KS FBI Ize v piipadé potieby z¥idit:
OPS Dispecer,

OPS Analytik,
OPS Planovac a

OPS Logistik.

OPS je mozné rovnéz ustavit pro podporu piedstavitelt
jednotlivych slozek IZS zastoupenych v SPS, resp. odborné
poradce.

Pfedseda
krizového Stabu
|
] ]
| Clenové BR | I Stala pracovni skupina I
g Vedouci SPS
Mistostarosta
Tajemnik 00 [ | ]
| Sekretariat K3 | | Predstavitelé | | Operaéni skup. I
[ TajemnikBr | [ Tajemnikkd | Dispeer (S)
Asistent T KS Logistik (T)
[ Tiskowy miuvigr | [ Tiskovy mluvii ks | Analytik (A)
| Predstavitel HZS I | Planovac (N) ]
Zastupce PCR | Piedstavitel PCR I | IT podpora |
Clen BR [ predstavitelzor | | vosT |
Clen BR Poradce 1ai N

Obr. 3 Struktura Studentského KS na FBI/VSB-TUO
- upraveno dle [1]

4 VSB-TUO, Fakulta bezpetnostniho inZenyrstvi, Katedra ochrany
obyvatelstva.

Rozsahlé¢ vyuzivani socialnich siti stavi do popfedi rovnéz
uvahu o ustaveni #ymu virtudlni podpory operaci, ktery se bude
zabyvat ziskavanim, analyzou, zpracovavanim krizovych informaci
vyskytujicich se na socialnich sitich, a jejich poskytovanim formou
situacnich informaci organtim krizového fizeni, resp. dal§im
Ucastniktim systému krizového fizeni. V zahrani¢i se témito
aktivitami Casto zabyvaji struktury Virtual Operations Support
Team (VOST). [19]

Zkusenosti z pandemie covid-19 zfejmé v budoucnu vyvolaji
potiebu Upravy ptivodni organizacni struktury [1], a to rozsifenim
o odbornou pracovni skupinu IT-podpory, mimo jiné z divoda
distanéniho fungovani KS.

Strukturu &innosti KS schematicky znézorfiuje Obr. 4.

Struktura innosti
krizového Stabu

Akti Zasedani Cinnosti Ostatni Deaktivace
KS$ K$ SPS K$ ¢innosti KS$
%ot Uvodni Dokumentacni Provozovani Rozpusténi
Svolani K& e ) Y P
zasedani ¢innost pracovisté KS KS
Zprovoznéni Prubézné Komunikaéni o e s Utlumeni
it ;i i Stfidani smén o
pracovi§té KS zasedani cinnost pracovisté KS
Zavéretné Rozhodovaci e
. 2 Jina ¢innost
zasedani ¢innost

Komunikace
s verejnosti
Obr. 4 Struktura vybranych ¢innosti krizového §tabu

Cinnosti v ramci KS tvoii zpravidla nasledujici procesy -
aktivace KS (svolani), zasedani KS, &nnosti SPS KS (§tabni
podpora), ostatnich Ginnosti a deaktivace KS (rozpusténi).

Zvlastni postaveni zaujimaji rozhodovaci a ftidici procesy
probihajici v ramci KS, resp. SPS KS jako celek, zejména pak
jejich soucast sméfujici k vyhodnoceni bezpecnostni situace
a navrhu odezvy - viz Obr. 5.

Vychozi situace

Svolani K3

Zasedani
K32

Jiné zprévy

| Zprava o splnéni |

e

[ zmesinis ]|

Vedeni dokumentace
Komunikace (spojeni)

Obr. 5 Rozhodovaci a Fidici procesy KS (adaptovano dle [17)

Cinnost KS je svazana s pracovi§tém krizového §tabu (dale jen
,PKS“). Smérnice [24] uvadi, ze PKS se rozumi k tomuto ugelu
pfedem pfipraveny prostor uzemniho Ufadu vefejné spravy nebo
hasi¢ského zachranného sboru kraje (HZSK), ptipadné jiny vhodny
prostor, s ohledem na feSenou mimotadnou udalost nebo krizovou
situaci. Dal§i podrobnosti k PKS jsou v dokumentu zmin&ny jen
ramcove.
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Pozadavky zminéné smérnice byly pro potfebu jiz zminéné
vyuky studenti FBI/VSB-TUO byly z&asti transformovéany
do prostor fakultniho prostfedi Centra simulacnich technologii
(CESIT). P¥iklad mozného rozmisténi jednotlivych funkci na PKS
znazornuje Obr. 6.

TN é
PKS r

o
(+)

H r =i ]
(o ) CRED || |
(o) :
A g
-
=B
(e o
-

plocha ‘ p|:,cha | plocha Projekéni plocha ‘ Pracovni plocha

Prostor pro zasedani K$ Prostor pro &innost SPS K3

Legenda:
P KS - piedseda KS;

V SPS - vedouci smény SPS;

MSO - mistopiedseda KSS; D, D1 - dispecer;
TOU - tajemnik obecniho tGfadu; A, Al - analytik;
TKS - tajemnik KS; P, P1 - planovag;
VS (V SPS) - vedouci smény SPS; L, L1 - logistik;

HAS - piedstavitel hasi¢ti v BR ORP; HAS - piedstavitel hasict;

PCR - piedstavite] PCR v BR ORP; 778 - predstavitel ZZS;

ZDR - predstavitel zdravotnictvi v BR ORP; | PCR - predstavitel PCR;

PR - tiskovy mluv¢i; EXP - expert dle druhu mimoradné situace
Ca; Cb - dalsi ¢lenové BR ORP.

Obr. 6 Fyzické prostiedi pro praci krizového §tabu KS
na FBI/VSB-TUO

Management odezvy probiha za urcitych vnitinich a vnéjSich
podminek (standardni a specifické). Soustavu téchto podminek
oznac¢me jako format odezvy. Soustavu standardnich podminek
tvori:

- personalni stavy a tirovei jejich pfipravenosti,

- postupy a procesy vyuzivané pii praci Stabu ($tabni prace),
- disponibilni prostiedky pro odezvu (vnitini a vné&jsi),

- disposice pracovisté KS (hlavni, zalozni, vzdalené, ...).

Specifické podminky pro management odezvy souvisi
s omezenimi danymi feSenou mimotadnou, resp. krizovou, situaci,
napt. ¢innost v ochrannych prostfedcich (covid, radioaktivita),
¢innost za persondlni nedostate¢nosti, nadstandardniho rozsahu
$tabni prace, apod. RozliSujeme:

- kontaktni (bézny) forméat odezvy,

- hybridni (kombinovany) format odezvy, a
- distanéni (virtualni) format odezvy,

- viz Obr. 7.

Kontaktni format

<:> Omezeni Cinnosti

Hybridni format Distanéni format

Obr. 7 Formaty odezvy KS pii krizové situaci

> Zpravidla mistostarosta obce v sidle ORP.

Vsechny prezentované formaty odezvy vyzaduji, aby systém
managementu odezvy byl pfedem nastaven, a jeho castnici méli,
pro hladky a bezproblémovy prubéh, odpovidajici odbornou
pfipravu a technickou podporu.

Cinnost KS ve veiejné spravé v CR je zaloZena prioritné
na bézném formatu odezvy. Existujici dokumenty, které usmériu;ji
praci ve stabech [24], [17], problematiku ostatnich formati odezvy
v zasadé nefesi.

Kontaktni format odezvy

Kontaktnim formatem odezvy KS rozumime &innosti,
které probihaji z mista sidla organizace, z organického PKS
organizace, za predurcené fyzické piitomnosti osob zafazenych
do prace v KS, b&zného rozsahu dtabnich praci a b&zné disponibility
zdrojt. Zadna omezeni &innosti nejsou vydana.

Nutno zminit, ze bézny format mize mit dvé formy z hlediska
dislokace osob zafazenych do KS. Viichni &lenové pracuji
v jedné mistnosti, vnitini komunikace probiha prioritné ptimym
fyzickym kontaktem mezi Ucastniky. V ptipadé, ze mistni
podminky neumoziiuji dislokaci v jedné mistnosti, jsou Elenové KS
dislokovani v n¢kolika mistnostech, resp. i budovach. To vyzaduje
z ¢asti komunikaci s vyuzitim IT. V takovych piipadech se nejedna
o distan¢ni (virtualni) format - viz dale.

MoZna omezeni innosti krizového Stabu

Cinnost KS mize byt s ohledem na mistni, resp. dalsi podminky
plynouci z dopadu krizové situace, omezena. Omezujicimi faktory
oproti béZznému stavu napt. jsou:

- prace v ochrannych prostiedcich (covid-19, nebezpecné
chemické latky, radioaktivita),

- vypadek dodavky energii (elektfina, voda, plyn, vytapéni),

- vypadek informacénich a komunika¢nich systému,

- préce ¢lenti KS ze vzdalenych pracovist,

- nutnost prace ze zalozniho PKR,

- nedostatek personalu,

- apod.

V obdobi s vyskytem pandemie covid-19 byla aktualni napf.
omezeni kontaktniho forméatu zejména epidemiologickymi
opatienimi.

Pripomenme, ze pfi vzniku pandemie lze ocekavat, ze Cast
zamé&stnancll organizace onemocni, ¢ast se na pracovisté nedostavi
z jinych divodu (napf. péfe o nemocné Cleny rodiny, strach
z infekce). Je proto potieba pocitat s tim, ze nedostatek zaméstnancti
muze byt vyrazné vyssi, neZ mira onemocnéni zpisobena pandemii
- viz Obr. 8.

4 PostiZeni
® we, .
o ‘s Celkovy personalni
. S vypadek (1+2)
N .
o 0
. .
. .
. ¥ . Llmt
N . Mozny personalni vypadek
N onemocnénim chfipkou (2)
..
L
..' Mozny personalni vypadek
ne kvili nemoci (1)
Celkova primérna nemocnost

Doba trvani (cca. 8 tydnd)

Obr. 8 Schéma pandemické viny s dopady na nedostatek personalu
- upraveno dle [9]

SPEKTRUM 1/2023



Vseobecna personalni nedostatecnost se ziejmeé projevi rovnéz
v systému managementu odezvy. V uvahu nutno brat i hygienické
pozadavky - napf. to, Ze jednotlivé smény KS by mély byt jen
v minimalnim kontaktu. Pti kratkodobém trvani pandemické
situace ziejmé vystatime s bézné vyuzivanym dvousménnym
provozem. Pro déle trvajici situaci nutno zajistit pfipadné provoz
tiisménny.

Za situace, kdy systém managementu odezvy na tuto skutecnost
neni pfipraven, to tak miZze znamenat nedostatek vySkoleného
personalu pro &nnost v KS jako takovém. Ve véci trovné
pripravenosti personalu v KS na fefeni pandemii, nutno zminit,
7e KS pandemické situace procviGuji jen sporadicky.

V letech 2006 az 2009 probc¢hla v sousednim Neémecku
n¢kolikera cviceni zamétend na SARS, praseci chiipku a chiipku
ptakt. Samotna cviceni ptinesla fadu poznatka [5]. Tim zasadnim
bylo to, ze specifické podminky pandemie kladou na S$tabni
praci zvlastni pozadavky. Zminéna byla nedostatecna odbornost
nékterych ¢lentt KS, nedostatedné personalni zajisténi &innosti
KS (onemocnéni &lentt KS a jim blizkych osob), nutnost noseni
ochrannych pomucek (respiratory, rukavice, bryle, ochranné
obleky) a jejich sndSenlivosti, potieba klimatizace pracovisté, atd.

Zminéna byla i potfeba jiné prezentace aktualni bezpecnostni
situace, na rozdil od ,béznych* krizovych situaci, a jeji
dokumentace, a jinych planovacich aktivit. Pro tyto potieby se
napf. vyuzival rychly piehled poskytujici zndzornéni na principu
semaforu®“. Obdobou bylo vyuziti tohoto principu pii feSeni
covidové situace v CR - viz Obr. 9.

E Nulové nebo zanedbatelné riziko

- Wyskyt nakazy v CR bez komunitniho pfenosu

7 II| Potinajici komunitni prenos v €R

n Nar(stajici anebo pFetrvévajici komunitni pFenos v CR

7
M Platnd epidemiologickd opatfeni

Obr. 9 Stupné pohotovosti aktudlni epidemiologické situace v CR
- zdroj: [18]

Zde nutno rovnéz zminit pozitivni ohlasy na grafické
zpracovavani s vyuzitim GIS, vyuzivani ptedpovédniho,
resp. simula¢niho softwaru.

Lze tedy usuzovat, ze se jednd o zavaznou problematiku.
Bohuzel v CR v soudasnosti nikterak regulovanou.

Hybridni formdt odezvy

Hybridnim  (kombinovanym) formatem odezvy KS
rozumime to, Ze Ginnosti KS probihaji z &asti z organického PKS
dislokovaného v organizaci v kontaktnim formatu s omezenim,
a z Casti v distan¢nim formatu.

Nutno uvést, ze v ramci epidemie covid-19 doslo ke spontanni
aplikaci tohoto modelu napf. v ramci zasedani Ustiedniho
krizového $tabu CR a jeho SPS, resp. KS na tirovni kraji, piipadng
ORP, ¢i obci. Zpravidla se jednalo o formu porady s vyuzitim
moznosti videokonference.

Podrobnosti ke zptisobu organizace a fizeni ostatnich $tabnich
praci, napt. on-line administrace dat, informaci a dalSich potfeb pro
ucastniky distanc¢niho formatu, resp. doporuceni, jak v takovych
pripadech postupovat, nejsou zatim k disposici.

Distancni formdt odezvy

Distanénim  (virtudlnim) formatem odezvy KS rozumime
ginnosti, které probihaji z mist dislokace jednotlivych &lenit KS,
ktera se nachazeji mimo prostory vlastni organizace, pfi¢emz
komunikace mezi nimi probiha prioritné prostfednictvim IT.

Problematika distanéni odezvy KS v podminkach CR neni
nikterak regulovana, a doporuceni, jak v takovych pfipadech
postupovat, nejsou k disposici.

ReserSe v zahrani¢nich zdrojich ukazala, ze existuji urcité
uvahy nebo dokonce inspirace k této oblasti ¢innosti [7], [11], [12],
[13], [14]. Problematice Stabnich praci ve virtudlnich tymech se
vénuje rovnéz prace [29].

Poznatkim k fizeni virtudlnich tymu se vénuje napf. stat’
[25]. Nutno fici, Zze ne vSe zde uvedené, se bude v plném rozsahu
vztahovat na aplikace virtualnich tymu do krizového Fizeni v CR.

Uvahy o moZném FeSeni virtuilnich Kkrizovych §tiba
v podminkach CR

Jak jiz bylo zminéno v piedchozim, je dosavadni fungovani KS
v CR prioritné zalozeno na kontaktnim formatu odezvy. Existujici
dokumenty [17], [24], které praci v KS usmériiuji, problematiku
fungovani v jinych formatech odezvy netesi.

V ramei CR navic neexistuje ujednoceny piistup k &innostem
provadénym v KS, ani ujednocené vzdélavani ¢lenti KS.

Pandemie covid-19 piece jenom vyvolala potiebu blize se
vénovat i dal$im formatim managementu odezvy.

Organizaéni podminky pro ¢innost KS

Omezme se na tomto misté na problematiku managementu
odezvy na Uzemni urovni, tj. na Cinnost krizovych §tabl kraji
(KSK), krizovych §tabti ORP (KS ORP), resp. krizovych §tabt obci
(KSO).

KS na tizemni Grovni vefejné spravy maji v pievazujici vét§ing
charakter multi-rezortni. KSK a KS ORP sestévaji z &lenti piislusné
BR a &lend SPS KS. Slozeni BR kraje (BRK), resp. BR ORP, uvadi
Tab. 1.

Tab. 1 Slozeni BRK a BR ORP
BRK® BR ORP’
Starosta ORP

Hejtman kraje

Naméstek hejtmana Mistostarosta obce
Reditel krajského ufadu (KU)
Tajemnik BRK

(zamé&stnanec kraje)

Tajemnik obecniho Gfadu

Tajemnik BR ORP
(zaméstnanec obce)

Vedouci Gtvaru zdravotnictvi KU

Reditel KR PCR kraje Zastupce PCR
Reditel HZS kraje Zastupce HZS
Reditel ZZS kraje

Zastupce ACR

Dalsi osoba Dalsi osoba

Dalsi osoba

Zdaji v Tab. 1 je ziejmé, Ze jednu ¢ast clent BR tvofi zastupci
organtl izemni vefejné spravy, tj. jednoho organiza¢niho celku.
Druhou ¢ast tvoii predstavitelé uzemnich bezpecnostnich struktur,
experti, resp. dalsi ulastnici uzemniho systému KR. Na arovni

kraje jsou tak v BRK zastoupeny osoby min. z 6 organizaci,
na trovni ORP pak min. z 5 organizaci.

V nékterych piipadech miize v ramci KS spolu fungovat
rovnéz povodiova komise (PK), komise pro sucho (KPS), piipadné
epidemiologickd komise (EPK). Na zaseddni KS mohou byt
rovnéz ptizvany dal$i osoby, napt. starostové ORP, ¢i obci. Pocet
zastoupenych organizaci tak odpovidajicim zpisobem narista.

¢ § 7NV €. 462/2000 Sb.
7§ 9NV ¢. 462/2000 Sb.
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Slozeni SPS KS na urovni kraje a ORP® prezentuje Tab. 2.
Plati, Zze pocty osob zatazenych do SPS jednoznac¢né stanoveny
nejsou. Zminéna je i moznost vytvaret vramci SPS odborné pracovni
skupiny (OPS)°. Vychozi poéty organizaci zastoupenych v SPS KS
jsou obdobné jako u BR. V podstaté plati, ze ¢lenové piislusné BR
deleguji za sebe do SPS KS zastupce za své organizace. U SPS
KS miiZe ale podet zastoupenych organizaci nartistat v zavislosti na
poctu ptizvanych expertl, resp. dalsich osob.

Lze dovodit, 7e ¢im rozséhlejsi bude organizaéni struktura KS,
resp. SPS KS, a tedy i zastoupeni riiznych organizaci, tim vyssi
naroky to bude pfi hybridnim, resp. distanénim formatu odezvy'®
klast na organizaci a fizeni sitového provozu.

Tab. 2 SloZeni SPS KSK a SPS KS ORP

SPS KSK SPS KS ORP
tajemnik KS kraje tajemnik KS ORP
pracovnici krajského tfadu pracovnici OU ORP

zastupci zakladnich slozek 1ZS zastupcei zakladnich slozek 1ZS

odbornici dle druhu MU/KS odbornici dle druhu MU/KS

Organizaéni a administrativni podminky pro &innost BR a KS
zajistuje piislusné pracovisté krizového ftizeni.!" Podminky pro
ginnost KSK a KS ORP vytvaii rovnéz HZS kraje.”? Podrobnosti
k rozsahu ¢innosti v pfislusnych oblastech blize specifikovany
nejsou.

Stanoveni organizacnich a provoznich pomert
v ramci piisluiného KS je na strané ziizovatele KS. Ten je
rovnéz poskytovatelem informaéniho systému KS (ISKS),
i administritorem pro zpracovani a archivaci stanovené
dokumentace a ochranu informaci'®.

Je otazkou, jakou roli by mél v této oblasti hrat piislusny
HZSK, resp. HZS CR.

Pro komunikaci uvnitt i vné KS se v soutasné dobé vyuZivaji
zejména telefony na pevnych linkach, mobilni telefony a emailova
posta. Nutno zminit, ze v ramci nékterych uzemnich celki to jsou
rovn&Z rizné ISKS, resp. multimedialni komunikaéni prostiedi -
viz Ptiloha ¢. 1.

Vychodiska pro &innost virtudlniho KS

S ohledem na to, ze ani v budoucnu nelze vylouéit fadu
omezeni ve fungovani KS, je na stole otazka, jak zajistit piechod
KS z bé&zného formétu do hybridniho, resp. distanéniho. Bude nutné
stanovit, jak se budou nastavovat jak provozni, tak i bezpe¢nostni
zasady bézného formatu odezvy a jejich preklapéni do hybridniho,
resp. distan¢niho formatu.

Dosavadni praxe v ramci pandemie covid-19 ukazala,
7e zasedani KS probihala v podstaté v hybridnim formétu jako
video-porady se specifickym programem. Problematika bezpeénosti
videokonferenci s ohledem na covid-19 je v CR pro vefejnou
spravu standardizovana [20]. Jiz zminéna disponibilni komunikacni
prostfedi maji zpravidla nastroje, které umoziuji jednotlivym
ucastnikiim rovnéz fizené ptispivat k programu zasedani sdilenim
jejich podklady.

8 § 13NV &. 462/2000 Sb.

® STAN - spojeni, tyl, analyzy, nasazeni.

10V kontaktnim formatu organizator nabizi ujednocenou HW a SW
podporu a pfizplsobuji se uzivatelé. U distan¢niho, resp. hybridniho
formatu byvaji HW, piipadné SW podpora, zavislé na vnitinich
podminkach uzivatele, a je nutné vytvofit ujednocenou HW a SW
podporu ze strany organizatora.

1§ 14 odst. 4 NV €. 462/2000 Sb.

12§ 15 zakona &. 240/2000 Sb.

13 Zvlastni skuteénosti, resp. utajované informace.

Multimedialni komunikaéni prostiedi umoziuje nejen zdznam
textu, ale 1 obrazu a zvuku. K dofeseni zfejmé zlstava archivace
prispévki jednotlivych ucastnikd zasedani a projednavanych
dokumentt, a jejich zpétné pouziti.

Lze tak dovodit, Ze vybrané &innosti v ramci fungovéni KS,
které maji charakter porady, napi. zasedani KS, ptip. situacni
a operacni porada nebo tiskova konference, jsou ve virtudlnim
prostiedi realizovatelné.

v oblasti planovacich a rozhodovacich ¢innosti, a jejich podpote
v rdmci Stabnich praci. Napf. pozadavek jednotlivych ucastniku,
resp. OPS, na soucasné sdileni dat z né€kolika zdroji. M4 se na mysli
napf. spoleny obraz situace a jeho prubézna zména, nahled do
protokolu o postupu odezvy, resp. dalsich dokumentd. Je otdzkou,
které dokumenty by mohl/mél mit €len virtualniho tymu na pocitaci
u sebe (krizovy plan, havarijni plan, povodiiovy plan,...).

Priklad dil¢i ramcové struktury pro distanéni format odezvy
pro KS studentti FBI/VSB-TUO (Obr. 2 a Obr. 5) uvadi Obr. 10.
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Obr. 10 P¥iklad &asti virtualniho prostiedi pro praci KS
(zjednoduseno)

Z Obr. 10 je ziejmé zasitovani distan¢niho formatu odezvy
jako celku, a dislokaci jednotlivych funkei v KS v ramci nékolika
siti. K diskusi jsou rovnéz Cinnosti, které nebude mozné zatim
vykonavat distanén& a musi byt provadény ze zakladniho PKS.

Zatim je predstava, ze ¢innosti typu administrace pfichozich
aodchozich zprav, analyza jejich obsahu, vyhodnoceni bezpe¢nostni
situace v postizeném uzemi a jeji dokumentace (spole¢ny obraz
situace, protokol o prubéhu odezvy,..), stejné jako administrativa
spojena se zasedanim KS, by mély probihat na zakladnim PKS.
Pro nejblizsi obdobi tak bude vhodné zfejmé preferovat hybridni
format odezvy pted distancnim.

Nutna bude i potieba specifikovat pozadavky na rozsifenou
komunikaci s nadiizenym KS a podiizenymi KS, mezi KS na stejné
urovni fizeni navzajem, pfipadné ostatnimi ui€astniky v systému.

Ztejme¢ legitimnim pozadavkem na vybaveni pro vzdalené
Ucastniky bude minimalné pocita¢/notebook, kamera, mikrofon,
piipadné headset, alespoii 2 monitory a nastroj pro grafickou
komunikaci (tablet se stylusem).

K diskusi zustava SW vybaveni a ptedkonfigurovany piistup
do IS, které ucastnici budou potiebovat pro vykon prace v KS.
Dalsim pozadavkem bude rovnéz odpovidajici kvalita bezpeéného
internetového pfipojeni.

Nelze vyloucit problémy z divodd riznorodé digitalni
gramotnosti zastoupenych organizaci'¥, i procesni nejednotnosti
§tabnich praci v KS.

4 Rizna uroven digitalizace organizace, rizné SW a HW platformy,
moznd nekompatibilita systémi, rizna Uroven znalosti uzivateld,
organizacnich zvyklosti, apod.
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Dilezita rovnéz bude odborna piiprava pedsedajicich zasedani
KS, vedoucich SPS KS, resp. vedoucich OPS, v dovednostech
pfi moderovani/fizeni vzdalené komunikace (pfepinani jednotlivych
ucastnikd, atd.).

Zavér
Nalezeni feseni pro hybridni, resp. distancni, format fungovani

KS je zfejm& pozadavkem doby. Vychozim krokem by mohlo byt
fungovani KS v hybridnim, vyhledové v distanénim formatu.

V prvopocatku by se vyuzilo stavajicich znalosti a dovednosti
v dostupnych multimedidlnich komunikacich jednotlivych
Ucastnikti. Dilezita ptitom budou sjednoceni v oblasti organizace
a fizeni §tabnich ¢innosti. Nelze opomenout ani odbornou pfipravu
predsedajicich zasedani KS, vedoucich SPS KS, resp. vedoucich
OPS k moderovani/fizeni vzdalené komunikace (pfepinani
jednotlivych ucastniki, atd.).

Vyuzivani distancniho formatu odezvy bude ziejmé vyzadovat
rozsifeni dostupnych multimedidlnich komunikac¢nich nastroji
o specialni ISKS, ktery umozni odpovidajici plnohodnotnou
informacni podporu vzdalenych ucastnikt.

Je znamo, Ze ,terénni zachranaie* mizeme, pii vzniku MU
zna¢ného rozsahu, v rdmci pomoci postizenému uzemi, vyslat
kamkoliv, protoze maji jednotny technicky a odborny vycvik.

U ,Stabnich zachranaid* tomu zatim tak neni. Chybi nejen
sjednoceni probihajicich procest, ale i tomu odpovidajici jejich
vzdélani.

Hybridni, resp. distanéni, format odezvy by umozioval
nabidnout podporu KS v postizeném tzemi cestou posileni §tabnich
¢innosti jejich SPS, resp. OPS SPS z nepostizeného tizemi. Mohl
by se vytvofit rovnéz republikovy VIKS pro podporu postizeného
Uzemi.

Vzhledem k tomu, ze k vykonu stabnich ¢innosti v hybridnim/
distan¢nim formatu je v souc¢asnosti pfedpokladana nutnost upravy
softwarovych prostiedkil zajistujicich komunikace, nelze realné
predpokladat posun, aniz by nejprve probéhla standardizace
téchto Cinnosti. V opacném piipadé existuje riziko, ze takto
upraveny komunikacni systém by byl systematicky nekompatibilni
s vykonem Cinnosti ¢asti krizovych §tabl, coz nelze pripustit.
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Piiloha ¢. 1 Prehled vybranych nastroji pro videokonference

Skype a Skype for Business

Jednim z nejstarsSich produkti pro zajisténi on-line komunikace
po siti je Skype. Jeho prvni verze byla zvetejnéna v roce 2003.
Sluzba byla ptivodné spusténa pro hlasové hovory po siti realizované
peer-to-peer propojenim uzll v siti.

Sluzba prosla nékolika majiteli, az byla v roce 2011 odkoupena
spole¢nosti Microsoft. Po realizaci akvizice Microsoft postupné
kompletné ptedélat infrastrukturu Skype (nyni architektura klient
server s vyuzitim sluzeb Azure cloudu) a také rozsitil funkcionalitu
0 moznosti realizace videohovorl, messagingu.

Pro korporatni prostredi Microsoft vytvoril Skype for Business
(2016) ale produkt prestal byt v roce 2019 dale vyvijen a jeho
uzivatelim bylo doporuceno pfejit na MS Teams, ktery je svou
funkcionalitou mnohem 1épe vhodny pro tento ucel.

Skype samotny zlstava dostupny jako sluzba primarné pro
soukromé osoby (jednotlivce). Z hlediska statistik sluzba vykazuje
300 mil. aktivnich uzivateld mésicné (peak 40 mil. denné v roce
2020), jeho uziti vsak vykazuje spiSe sestupnou tendenci, kterou lze
ilustrovat také tim, ze ve Windows 11 je jako komunikaéni nastroj
ijednotlivetim nabizen MS Teams (Windows 10 mély pfedinstalovan

Skype).

Vyhody Nevyhody
- dostupnost klienta pro - urceno jednotlivedm
vSechny pouzivané OS - absence pokrocilejSich funkci

- intuitivni pouziti pro tymovou kooperaci

- ustupujici technologie

Microsoft Teams

Byl uveden na trh v roce 2017 jako produkt uéeny pro
podporu prace v tymech vcetné schopnosti messagingu, realizace
videohovori mezi jednotlivci i1 skupinami, sdileni soubor
a kooperativni prace nad nimi v redlném case.

Funk¢nost je zajisténa uzkou integraci s cloudovymi sluzbami
Microsoft 365, jejichz licence je vyzadovana pro plnohodnotné
pouziti nastroje. Dulezita je také existence rozsahlého ekosystému

rozsifeni, které umoznuji funkcionalitu MS Teams tizce integrovat
s dal$imi sluzbami a také dobie zdokumentované API umoziujici
vytvorit integracni rozhrani ve vlastni rezii, pokud stavajici
rozsifeni nevyhovuji potfebam organizace.

Z pohledu intenzity uziti ma v soucasnosti (2022) MS Teams
okolo 270 mil. aktivnich uzivateld mési¢né [4]. Pocet dennich
uzivateld v soucasnosti Microsoft nesleduje, posledni udaj z roku
2021 ale uvadi 145 mil. dennich uzivatelti [4], coz naznacuje
podstatné vyssi intenzitu uziti nez v pfipad¢ Skype.

Za rychly nastup MS Team do urcité miry vdéci specifickym
potfebam organizaci v pribéhu pandemie. Jesté v roce 2019 mél
MS Teams pouze okolo 20 mil. aktivnich uzivateli [4], nastup
pandemie tak zpUsobil fddovy narlst popularity nastroje.

Vyhody Nevyhody

- uzka integrace se sluzbami - pro plnohodnotné uziti nutna
Microsoft 365 komerc¢ni licence Microsoft

- dostupnost klienta pro 365/Office 365
vsechny pouzivané operacni - narocn¢jsi na spravu
systémy

- rozsahly ekosystém rozsiteni

- vysoka konfigurovatelnost

- dobra troven bezpecnosti
komunikace

Cisco Webex

Webex patii do rodiny produktti dodavanych spole¢nosti Cisco
pro usnadnéni komunikace v tymech a realizaci videookonferenci.
K tomuto ucelu poskytuje Cisco ucelené feSeni, které v sobé
zahrnuje videokonferenéni hardware a software vcetné klientl
instalovatelnych vice mén¢ na vsech dostupnych platformach.

Na rozdil od nastroji jako je MS Teams ale obsahuje
pouze komunikacni néstroje, nema tak piimo implementované
kooperativni ndstroje umoziujici naptf. praci nad soubory.
Webex, ale v tomto ohledu poskytuje moznost integrace s dalSimi
poskytovateli téchto sluzeb jako je MS Teams, Google Drive, Slack
a fada dalSich.

Z hlediska intenzity uziti je potieba poznamenat, ze Cisco
nereportuje polty uzivateli stejnym zpisobem jako ostatni
poskytovatelé obdobny sluzeb, informaci je tak dostupno relativné
malo. Jeden z mala idaji uvadi 650 mil. uzivateld mésiéné v roce
2021.[15]

Popularita souvisi s povésti spolecnosti Cisco jako de
facto standardu v oblasti sitové infrastruktury, vysoké kvality
a spolehlivosti poskytovanych sluzeb, coz vedlo k tomu, Ze se
produkty Webex instalovaly masivné jiz pted nastupem pandemie.
Potieba dalkové komunikace tak pouze akcelerovala tento trend.

Vyhody Nevyhody
- ucelené feseni HW a SW pro | - fesi pouze komunikaci
videokonference - pro kooperaci nutno

- masivni nasazeni v praxi

- vysoka uroven bezpecnosti

- Siroké moznosti integrace s
dal§imi sluzbami a nastroji

integrovat s dal$imi nastroji
tretich stran

Google Meet

Google Meet (pivodné Hangouts Meet) byl uveden spolecnosti
Google na trh v roce 2017. Jedna se o nastroj, ktery umoziuje
vedeni audio a video hovort mezi jednotlivci nebo skupinami osob.
Funkcionalné je proto tento nastroj srovnatelny se Skype.

Z hlediska podpory operacnich systému jsou dostupné aplikace
pro mobilni operacni systémy (iOS a Android) na desktopu je
sluzba dostupna prostiednictvim webového prohlizece.
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Bezplatna verze umoziuje komunikaci maximalné 30-ti osob
najednou, pro vyssi pocty ucastnikti je nutny nektery z komercnich
licen¢nich balikti v ramci sluzby Google Workspace. V Google
Workspace Enterprise umoziuje Meet zprostiedkovat komunikaci
az s 250 ucastniky.

Google Meet jsou opét pouze komunika¢nim nastrojem realizaci
kooperace je tak nutné zajistit dal$imi nastroji. Pro uzivatele Google
Workspace se nabizi G-Suite, které jsou soucasti této licence. Meet
je ale integrovan pfimo pouze s kalendairem a kontakty.

Z hlediska popularity uziti Google udava ptiblizn€ 250 mil.
aktivnich dennich uzivateld [15], coz je velmi vysoky pocet.
S nasazenim nastroje v korporatnim prostiedi jsou ale spojovany
nekteré problémy, zejména absence moznosti jakékoliv zké
integrace s dal$imi nastroji a také vysoké tempo inovaci sluzeb
tohoto typu Googlem.

Tim je mysleno to, Ze Google ma tendenci nahrazovat
v rychlém sledu nahrazovat své produkty. Tim se 1i§i od vétSiny
svych konkurentt, kteti preferuji spiSe dlouhodoby vyvoj svych
produktt, pfed uvadénim produktti novych zacileny na stejny
segment trhu.

Google Meet tak nahradily Google Hangouts. Mobilni aplikaci
Meet (ptivodni) je v soucasnosti (podzim 2022) kon¢i podpora a je
postupné nahrazovana aplikaci Google Duo, ktera se pfejmenovava
na Google Meet.

Problémem tohoto pftistupu je, ze nové sluzby, popt. aplikace
maji odlisné vlastnosti, coz mize ptredstavovat problém, pokud
vnitro-organizacni procesy s existenci urcitych vlastnosti pocitaji.
Vysoké tempo inovaci tak z tohoto pohledu predstavuje riziko.

Vyhody Nevyhody
- dostupny bez nutnosti - neni rozsifitelny
instalace aplikace - absence integrace s dal$imi

sluzbami napt. pro kooperaci
- vysoké inovacni tempo

Whereby

Sluzba Whereby funguje na odlisném principu nezli ostatni
sluzby predstavované v tom o textu, pracuje totiz s mistnostmi,
do kterych mohou uzivatelé pfistupovat pies zaslané URL.
K samotnému pfistupu nejsou vyzadovany zadné dalsi autentizacni
udaje. Tato vlastnost sice umoziuje velmi rychle sluzbu nasadit,
ale z hlediska bezpecnosti neposkytuje téméf zadné zaruky.
Z tohoto dGivodu je sluzba vhodna spiSe pro jednotlivce nebo malé,
popf. stfedni podniky pro realizaci jednani bez zvySenych narokt
na bezpe¢nost.

Informace o popularité nastroje nejsou dostupné.

Vyhody Nevyhody
- jednoduchost uziti - bez moznosti filtrace uzivatelli
- bez nutnosti instalace - bezpecnost

- zvySené naroky
na moderovani
(pro kompenzaci problému
s bezpecnosti)

Messenger

Sluzba byla puvodné uvedena v roce 2008 pod nazvem
Facebook Chat, v roce 2010 ale doslo k zasadnimu piepracovani
sluzby véetné jeji pfejmenovani na Messenger. Sluzba byla pivodné
vyvinuta pro messaging, ale s postupem doby byla doplnéna fada
funkcionalit v¢etné schopnosti realizovat audio a video hovory
a v roce 2020 byla ptidana i funkcionalita diskuznich mistnosti
pravdépodobné v reakci na nastup platformy Zoom.

Funkcionalita mistnosti nevyzaduje autentizaci uZzivatell
se vSemi bezpecnostnimi dopady, které s tim souvisi, viz napf.
Whereby.

Vzhledem k tomu, Ze je provoz sluzby financovan z reklamy
je potieba brat také v uvahu pomérné extenzivni uroven
shromazd’ovani informaci o uzivatelich, ale také o probihajicich
konverzacich, coz miize byt vnimano jako bezpecnostni riziko.

Sluzba je proto vhodna spiSe pro jednotlivce, popt. nasazeni
kde se nepracuje s citlivymi informacemi.

Svou funkcionalitou 1ze Messenger pouzit také jako piiblizny
model vlastnosti dalsich sluzeb jako je WhatsApp, Signal, Telegram
a dalsi.

Vyhody Nevyhody
- vysoky pocet uzivatelt - absence tymové funkcionality
- jednoduchost - extenzivni shromazd’ovani dat
o uzivatelich a zptisobu uziti
sluzby
- bezpecnost
Workspace from Meta

Piivodné nazyvany Workplace from Facebook je kolaborativni
sluzbou umozinujici organizaci vytvofit plnohodnotnou sociélni sit’
podobnou Facebooku pro vnitini uziti uvniti organizace s dirazem
na kooperaci.

Sluzba podporuje messaging, videohovory, psani a sdileni
prispévki a umoziuje integraci s celou fadou sluzeb externich
dodavatelt.

Sluzba je poskytovana pouze na komercni bazi s cilovou
skupinou velkych nadnarodnich spoleénosti. V soucasnosti sluzba
ma ptiblizn¢ 7 mil. aktivnich dennich uzivateld [15].

Vyhody Nevyhody

- zajimava funkcionalita

- orientované na spolupraci
- pouziti web prostiedi

- intuitivni prace

- relativné malo pouzivané

Zoom

Sluzba byla spusténa v roce 2012 s podporou audio a video
komunikace, diskuznich mistnosti a kontaktnich center. V prib&éhu
pandemie covid-19 zaznamenala sluzba masivni nartst popularity
v pouziti, ktera zni udélala jeden z nejpouzivanéjsich komunikacnich
nastroju celosvétove.

Hnacimi motory tohoto riistu byl piedevsim fakt, Ze Zoom
tuto funkcionalitu jiz podporoval, zatimco konkurenéni sluzby
ji posléze dopliovaly. Zoom je také feSen architektonicky jinak.
Vyuziva peer-to-peer spojeni, které z uréitého pohledu vyhodnéjsi
pro zajisténi kvality realizovanych hovort. To vSe je doprovazeno
zdafilymi rozhranim, umoznujicim velmi intuitivni obsluhu.

Zoom také podporuje velké mnozstvi integraci s dalSimi
sluzbami pro kooperaci jako Microsoft OneDrive, Google Drive
a cela fada dalSich. Zoom tak sice pfimo nepodporuje kooperaci,
ale umoznuje zapojeni do komplexngjSich workflow na bazi
v soucasnosti pouzivanych feseni.

S pouzitim Zoom jsou spojovany také nékteré otazky
spoleénost myln¢ udavala pouziti end-to-end S$ifrovani vSech
hovort, coz se ukédzalo jako zavadéjici, jelikoz Sifrovana byla
pouze komunikace mezi serverem a klientem, nikoliv jednotlivymi
koncovymi body.

S pouzitim diskuznich mistnosti se objevila celd fada ttokd,
které vedly k narusovani jednani. Pro tento typ utokd se vzil nazev
Zoom bombing. Je vSak potieba poznamenat, ze tento typ utokl
se netyka pouze vyhradné platformy Zoom, ale vice méné vSech
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platforem vyuzivajicich voln¢ (bez omezeni) pfistupné diskuzni
mistnosti. Zoom bombing je tak spiSe cenou, kterou uzivatelé plati
za jednoduchost uziti této funkcionality.

Posledni data o intenzité uziti jsou dostupna z konce roku 2020,
kterd uvadéji 350 mil. dennich uzivateld. [10]

Vyhody Nevyhody
- uzivatelsky velmi ptivétivy - bezpecnostni otazky
- dostupné integrace se - pro realizaci kooperace jsou
sluzbami tfetich stran potieba dalsi nastroje
(se kterymi se ale Zoom umi
integrovat)
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Abstrakt

Clanok sa zaobera problematikou procesu zvetravania benzinu
posobenim Casu pri zistovani pri¢in vzniku poziarov. Cielom
prispevku bolo zistit zmeny v zlozeni zvyskov benzinu vo
vzorkach vyhorenych bavlnenych kobercov. Po r6zne dlhom case
(0-360 min) zvetravania sa vo vlaknach koberca stanovovali
zvyskové latky benzinu metddou extrakcie v plynnej faze (headspace
- HS) v spojeni s plynovou chromatografiou (GC) a hmotnostnou
spektrometriou (MS) (HS-GC-MS). Najvicsie zmeny sa prejavili
v znizeni koncentracie najprchavejSich zlucenin (alkylalkany),
¢o modze viest k nespravnej identifikacii pritomnosti horl'avej
kvapaliny. Menej vyznamné zmeny v intenzite analytického signalu
sa prejavuju v skupine alkylderivatov benzénu (trimetylbenzény,
etylmetylbenzény), ktoré su povazované aj za markery pritomnosti
benzinu vo vzorkach. Vysledky poukazuji na potrebu rychleho
odberu a analyzy vzoriek v laboratdriach.

Kruacové slova
Benzin, HS-GC-MS, koberec, zistovanie pri¢in vzniku poziaru,
zvetravanie.

Abstract

The article deals with the issue of the weathering process
of gasoline due to the action of time when determining the causes
of fires. The aim of the contribution was to determine changes
in the composition of gasoline residues in samples of burnt cotton
carpets. After a varying length of time (0-360 min) of weathering
in the carpet fibers, residual gasoline substances were determined
by the gas phase extraction method (headspace - HS) in conjunction
with gas chromatography (GC) and mass spectrometry (MS)
(HS-GC-MS). The biggest changes were manifested in the reduction
of the concentration of the most volatile compounds (alkylalkanes),
which can lead to incorrect identification of the presence of
a flammable liquid. Less significant changes in the intensity of
the analytical signal are manifested in the group of alkyl derivatives
of benzene (trimethylbenzenes, ethylmethylbenzenes), which are
also considered markers of the presence of gasoline in the samples.
The results point to the need for rapid collection and analysis of
samples in laboratories.

Keywords
Gasoline, HS-GC-MS, carpet, fire investigation, weathering.

Uvod

Na tmyselné zakladanie poziarov sa pouzivaju rdzne druhy
urychl'ovacov horenia, najcastejSie sa vSak pouzivaji horlavé
kvapaliny (HK). Tieto sposobuji nielen okamzité horenie,
ale aj zvySenie rychlosti horenia a Sirenia poziaru [1, 2]. Benzin
je najpouzivanej$im urychlovacom poziaru, pretoze je lahko
dostupny, lacny a vysoko horlavy [3]. Pdsobenim tepla,
vznikajiceho horenim pri poziari, st zvysky urychlovacov horenia

vystavené roznym degradaénym procesom, hlavne zvetravaniu
[4, 5]. Proces zvetravania HK predstavuje rychlejsie odparenie
najprchavejsich zloziek (napr. alkylalkany). ZvySky prchavejSich
zli€enin mozu byt nasledne pritomné pod medzou stanovenia.
Pri teplotach poziaru je v dosledku procesu zvetravania tazké zistit’
pritomnost’ aj menej prchavych zli€enin, ako su naftalény a vyssie
alkylbenzény [6, 7]. Dochddza k zmene relativnych mnoZzstiev
zloziek (rezidui HK) v zmesi, ktoré st'azuju interpretaciu vysledkov
[8].

Benzin je komplexna zmes Sirokého spektra prchavych
uhlovodikov (hlavne alkanov, cykloalkdnov, aromatickych
uhl'ovodikov a alkénov) oddelenych od ropy. Benzin je stredny
destilat ropy s obsahom uhl'ovodikov C4 az C12. Obsahuje zlozky,
ktoré zlepSujii jeho vlastnosti (benzén a izooktan) ako palivo.
Najcastejsie sa vyraba frakénou destilaciou z ropy a upravuje sa
krakovanim [9, 10].

Vzorky odobrané po poziari poskytuju zistovatelom pricin
vzniku poziaru $iroku $kalu dokazov. Ak je poziarisko vo velkej
miere zni¢ené, je mozné, ze sa zhromazdi len malo dokazov [2].
Zvetravanie a vystavenie vysokym teplotam meni chemické
zlozenie rezidui urychlovacov horenia vo vzorkach z poziariska,
¢o vedie k modifikacii analytického signalu pri ich stanoveni
a nasledne k problémom pri zistovani pri¢iny vzniku poziaru [11].
Normy ASTM uvadzaju, ze pre spravne stanovenie pritomnosti
urychlovada horenia na poziarisku postacuje identifikovat’
markerové zluceniny, ktoré prisluchaji konkrétnej HK. Ako
uvadza standard ASTM E1618, markermi pritomnosti benzinu st
napr. 1,3,5-trimetylbenzén a 1,2,3-trimetylbenzén [12].

Z r6znych dovodov, v zavislosti od rozsahu poziaru, zhorSeného
pristupu alebo nebezpecenstiev, ktoré sprevadzaju hasiace prace,
musi zistovatel’ pri¢in vzniku poziaru ¢akat” mintity, hodiny alebo
dni, kym mdze vstipit’ na miesto poziaru [11]. Pocas tejto doby st
zvySky na poziarisku vystavené roznym degradacnym procesom,
ktoré spdsobujii zmeny v profile benzinu (chemické zlozenie
a mnozstvo rezidui). Cim dlhsie je analyza oneskorend, tym viac
klesa koncentracia pritomnych zvyskov rezidui benzinu [13, 14].
Pri realnych poziaroch je preto vel'mi dolezité odoberat z poziariska
vzorky v ¢o najkratSej moznej dobe. Okrem degrada¢nych procesov
aj poziar sposobuje rézne zmeny v stanovenom profile benzinu
v dosledku nekontrolovatel'nych faktorov, ako napr. nerovnomerné
rozlozenie benzinu, rychlost’ horenia, intenzita poziaru, pradenie
vzduchu, $irenie ohna.

Cielom prispevku je stanovenie zmien vybranych rezidui
benzinu vo vyhorenych vzorkach bavlnenych kobercov vplyvom
rozne dlhej doby zvetravania v laboratérnych podmienkach.

Material a metédy

Priprava vzoriek

Ako matrica na zachytavanie benzinu sa pouzil tkany koberec
ARYA 05 zo 100 % baviny s rozmermi 80x150 cm, s vySkou vlasu
0,5 cm, hustotou vlakien 1 400 g.m? Koberec bol nastrihany
na vzorky s rozmermi 5x5 cm. Na vzorky kobercov bolo pridanych
5 ml benzinu (EVO Natural 95) z lokalnej erpacej stanice Slovnaft
(Bratislava). V experimente sa pocas §tudie na kazdd vzorku
pouzila rovnakd Sarza benzinu, aby sa prediS§lo akymkol'vek
zmenam v chromatografickom profile v désledku réznych vzoriek
benzinu. Pripravené vzorky sa zapalili a nechali horiet’ po dobu
45 sekind, nasledne sa uhasili prikrytim kadickou s objemom
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150 ml. Z kazdej vzorky koberca sa odobrali 3 kobercové vlakna,
z dvoch krajov a zo stredu. Vldkna z koberca sa odoberali
v intervaloch 0, 15, 30, 45, 60, 90, 120, 190, 240, 300 a 360 min.
Vyhorené vzorky sa oznalili skratkou BSL a casom odberu,
ktory reprezentuje dobu zvetravania. Vzorky sa v laboratdornych
podmienkach a za teploty 20 °C nechali zvetravat'.

Metodika analytického stanovenia

Pri analytickom stanoveni sa vychadzalo z metody ASTM
E1388-17 [15] a z ASTM E1618-14 [11]. Zostatkové prchavé
zlt¢eniny sa ziskali metddou extrakcie plynnou fazou (staticky HS).
Plynnu fazu sme analyzovali metédou plynovej chromatografie
s hmotnostnou detekciou (GC-MS). Pouzili sme Headspace
Autosampler 7697A (Agilent) s plynovym chromatografom
HP7890A (Agilent) a hmotnostnym spektrometrom VL MSD
5975C (Agilent). Extrakcia plynnou fazou prebehla pri 60 °C pocas
15 min a plynné faza bola davkovana do chromatografickej kolony.
Delenie zmesi prchavych latok prebehlo na kolone HP SMS (30 m,
0,25 mm, 0,25 pm, Agilent) s teplotnym programom 40 °C pocas
4 min, rychlost’ ohrevu 6 °C.min"!' do 250 °C, s prietokom nosného
plynu (He) 0,8 ml.min™, v rezime split 500:1. Hmotnostna detekcia
sa vykonala pri elektronovej ionizacii 70 eV a podmienkach: teplota
zdroja 200 °C, teplota detektora 150 °C.

Vyhodnocovanie vzoriek

Vsetky zlugeniny boli identifikované pomocou hmotnostnych
spektralnych udajov. Identita kazdej cielovej zlu€eniny sa potom
potvrdila vyhladanim a porovnanim hmotnostnych spektier so
spektrami v databaze NIST kniznica. Celkovo sa analyzovalo
70 vzoriek, z kazdého casového intervalu po 5 opakovani.
Ako referenéné vzorky sa pouzili vlakna vyhoreného koberca bez
urychlovaca a nezvetrany benzin.

Stoji za zmienku, Ze pocas analyzy sa pri kazdej vzorke stanovil
iny pocet zlucenin. Kvoli zlozitym vlastnostiam benzinu boli
na analyzu udajov vybrané iba dobre oddelené a symetrické piky.
Z tohto d6vodu boli ponechané len tie zlGceniny, ktoré sa stanovili
pri kazdej vzorke. Chromatografické profily boli ocistené o tieto
,,Zbytotné zluceniny“. Nasledne sa spravila suma ploch pikov
vSetkych stanovenych zli¢enin pre kazdu vzorku. Nasledne sa
prepocital percentualny podiel pre vybrané zliceniny benzinu.
Sledovalo sa percentualne kolisanie v ramci podielu vybranej
zlG€eniny pri rézne zvetranych vzorkach.

Vysledky

V studii sme sa zamerali na porovnanie zmien mnozstva
vybranych zlaenin benzinu: toluén, 1,2,3-trimetylbenzén,
1,3,5-trimetylbenzénanaftalén (Obr. 1). Porovnanim percentualneho
podielu zastupenia vybranych zlt¢enin sa preukazali r6zne trendy.
Z nameranych chromatogramov sme zistili zmensenie plochy pikov
najprchavejsich zla€enin (alkylalkany). Intenzita analytického
signalu toluénu vzorky zvetravanej 360 minut (BSL360) poklesla
0 7,61 % v porovnani s referencnou nezvetranou vzorkou (BSLO).
Lahsie zluceniny v benzine s niz8$imi retenénymi ¢asmi sa stracaji
rychlejsie ako tie tazSie zliceniny. PrchavejSie zluceniny sa
rychlejsie odparuji zo vzoriek spaleného koberca a toto pozorovanie
podporil okrem inych autorov aj Martin-Alberca a kol. [16].

Trend narastu percentudlnych podielov sa objavuje
v skupine alkylderivatov  benzénu (1,2,3-trimetylbenzén,
1,3,5-trimetylbenzén), ktoré su na zdklade ASTM EI1618
povazované za indikatory benzinu. Pri 1,2,3-trimetylbenzéne sa
prejavil narast o0 6,05 %. K podobnym vysledkom dospeli aj Willis
a kol., ktori preukazali, ze dochadza k narastu aj inej markerovej
zlueniny, 1,2,4-trimetylbenzénu [6]. Co je zaujimavé zistenie,
nakol’ko sa pévodne predpokladalo, ze ked’ze sa jedna o markerové
zlG¢eniny (trimetylbenzény) mali by byt pritomné vo velmi
podobnych mnozstvach s minimalnymi rozdielmi.

Daliou vyznamnou markerovou zlueninou indikujiicou
pritomnost’ benzinu je 1,3,5-trimetylbenzén, nazyvany aj mesitylén.
Dochadza tu k rovnakému trendu narastu intenzity, kde doslo
k narastu o 2,46 %. Na druhej strane sa 1,3,5-TMB vyskytuje
v benzine v menSom mnozstve, ¢o je zrejmé aj z nizSicho
percentualneho podielu ako pri 1,2,3-TMB.

Pri tazsich zluceninach (naftalén) sa prejavil narast o 1,31 %.
Ako predpokladd Ferreiro-Gonzalez a kol., relativny narast je
sposobeny stratou prchavych zloziek, ktoré sa rychlejsie odparuju
[17].

Ak porovname zmeny z hladiska percentudlneho podielu
zastipenia vybranych zli€enin z celkového mnoZzstva stanovenych
zli€enin (Obr. 1), mézeme vidiet’, Ze zmeny podielov vybranych
zliCenin nie su az tak signifikantné, nakol'’ko doslo k poklesom aj
ostatnych stanovenych zlicenin.
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Obr. 1 Porovnanie percentudlnych podielov vybranych zlucenin
z celkového mnozstva

Na druhej strane ak porovname pdvodne stanovené plochy
pikov Styroch vysSie spominanych zlicenin, st tieto zmeny
vyznamnejsie. Najvacsi rozdiel sa prejavil pri toluéne, kde doslo
kpoklesu093,7 %. Markerové zlti¢eniny mierne klesli, ato o 16,04 %
pri 1,2,3-trimetylbenzéne a o 3,48 % pri 1,3,5-trimetylbenzéne.
Velky narast sa prejavil pri naftaléne, kde z hl'adiska plochy pikov
doslo k narastu o 70,08 %.

K rovnakym zisteniam dospeli aj Willis a kol. [6], ktori
uvadzaju, ze najmenej prchavé zlozky, ktoré sa v GC eluuju ako
posledné, vykazuji v neskorSich S$tadiach zvetravania strmy
narast intenzity. Whyte a kol. [18] uvadza, ze zluCeniny s vys$Sou
hmotnost'ou sa stavaju vyraznej$imi pri horeni ¢o mozno pripisat’
vysSej miere strat lahSich zlGcenin oproti taz§im zluceninam pri
spalovani.
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Obr. 2 Chromatogramy najprchavejsich zlagenin benzinu s RC
od 2 do 4 minut
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Obr.2znazoriuje vybranu ast' chromatogramovnajprchavejsich
zlt¢enin benzinu, teda skupina alifatickych uhl'ovodikov a Cl
derivat benzénu (toluén). Rozne farby kriviek reprezentuju rdzne
zvetrané vzorky. Cierne krivky charakterizujii zlu¢eniny stanovené
analyzou referencnych vzoriek (0 min) odobratych a uzavretych
ihned. Najvacsi casovy interval zvetravania reprezentuje fialova
farba (360 min). Postupom casu (dlhsi ¢as zvetravania) dochadza
k poklesu intenzit najprchavejsich zltcenin.

Pri pohl'ade na priebeh jednotlivych chromatogramov je mozné
pozorovat’ vyrazny rozdiel medzi intervalmi 180 mintt (Cervend)
a 240 minut (zelenda). Z uvedené¢ho je mozné predpokladat’,
Ze benzin strdca procesom zvetravania vacSinu intenzity svojho
signalu po uplynuti doby v rozmedzi od 3 do 4 hodin. Aliafio-
Gonzélez a kol. [11] uvadzajl, Ze vyznamna zmena sa ocakava
po uplynuti ¢asu od 0 do 6 hodin s vyraznym poklesom intenzit
signalu, ¢o znamena, Ze proces zvetravania sa najviac prejavuje po
uplynuti prvych hodin.
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Obr. 3 Chromatogramy menej prchavych zlucenin benzinu
s RC od 10 do 14 mintt

Pre prechodnu oblast’, kam sa zarad’uju aj vysSie spominané
indikatory benzinu (1,2,3-trimetylbenzén a 1,3,5-trimetylbenzén)
tato zmena intenzit nie je az tak signifikantna (Obr. 3).
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Obr. 4 Chromatogramy najmenej prchavych zlicenin benzinu
s RC od 13 do 16 mintt

Opacny trend nérastu intenzit vybranych zlucenin sa prejavuje
v oblasti, kde sa vyskytuju najmenej prchavé zliceniny benzinu
(Obr. 4). Viacsie podiely menej prchavych zlicenin sa stanovili
pri dlhSie zvetravanych vzorkach.

Analyza zloZenia pre rézne zliceniny benzinu metédou PCA
preukazala, ze zlu€eniny s bodmi varu do 155 °C st najnachylnejsie
na zvetravanie. Naproti tomu alkany s dlhym retazcom a nizSie
substituované aromaty st nachylné na mikrobialnu degradaciu bez
ohl'adu na teplotu varu. Ako d’alej uvadzajt, 1,3,5-trimetylbenzén
a 2-etyltoluén st nielen odolné voci zvetravaniu, ale su aj najmene;j
nachylné na mikrobidlnu degradaciu [19].

K podobnému zisteniu dospeli aj Birks a kol. [20], ktori skimali
vplyv teploty na rozsah zvetravania benzinu systémom GC/MS.
Po zmieSani niekolkych zlucenin vyskytujucich sa prirodzene
v benzine zistili, ze ak dochadza k zvetravaniu pri vysokych
teplotach, tak teplota sa stava velmi dolezitym faktorom.
Kvapalina, ktora je silne zvetrana pri vysokej teplote, je takmer
na nerozoznanie od kvapaliny, ktora zvetravala pri izbovej teplote.

Borusiewicz a kol. [21] zdoraznuju skutocnost’, Ze stanovené
intenzity zlucenin pri procese zvetravania s tepelnym zatazenim
(poziarom) sa vyrazne odliSuju od nezvetranych vzoriek,
kvoli procesom akymi st napr. odparovanie, pyrolyza a faktorom,
ktoré su charakteristické pri pdsobeni poziaru.

Zaver

Experimentalne  vysledky  potvrdili  predpoklad, Ze
najnachylnejsSie zluceniny na zvetravanie su najprchavejSie
uhlovodiky. Ukazalo sa, ze dlhsi ¢as vystavenia benzinu okoliu
potencidlne vedie k vicSim tazkostiam pri ziskavani zvySkov
intenzit vybranych zlu¢enin je mozné pozorovat’ po uplynuti troch
az Styroch hodin. Na druhej strane najt'azsie uhl'ovodiky po uplynuti
Siestich hodin vyrazne zosilneli na intenzite, a doslo k zvyseniu
pikov tychto zlucenin. Nami ziskané vysledky boli porovnané
s vysledkami predchéadzajucich stadii, ktoré hodnotili perzistenciu
benzinu na réznych matriciach, pricom vo vsetkych $tadiach boli
zistené rovnaké pozorovania.

Aj napriek piatim paralelnym vzorkdm z kazdého casového
intervalu zvetravania vSak nemusia byt vysledky tuplne
presné, ked’ze experimenty sa vyznacuju velkou variabilitou
a heterogenitou z hl'adiska matrice (koberca), urychl'ovaca horenia
ako aj podmienok horenia.

Z pohl'adu praxe je ddlezité vykonavat’ analyzy porovnavacich
vzoriek, ktoré boli zvetravané rozne dlhy ¢as s Cistymi vzorkami,
ked’ze spravna interpretacia vysledkov analyzy je kI'ai¢ovym krokom
pri stanoveni pric¢iny vzniku poziaru. Vzorky zvyskov ziskanych
po poziari poskytuju zistovatel'om Siroku $kélu interpretovatelnych
dokazov. V pripade mierneho znicenia poziariska su povod, zdroj
paliva a zdroj vznietenia rozpoznatel'né. Ked’ je vSak poziarisko
vo velkej miere zniené a spotrebované moze sa stat’ Zze sa
zhromazdi a interpretuje len malo dokazov, ak vobec nejaké.
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Introduction

The war in Ukraine shows us clearly that the face
of contemporary military struggles differs little from what we faced
during the great global and smaller regional armed conflicts of
the 20th century. Indeed, the Ukrainian conflict is not taking
place solely on the battlefields, nor is it directed by Russia against
the Ukrainian state and its armed forces, but is taking the form
of a total conflict, directed also against the civilian population.
The destruction of critical infrastructure, the bombing and artillery
attacks by the Russian side on civilian objects, the acts of murder
and persecution used against the civilian population, become
an important premise for considering whether we are prepared
to effectively protect the civilian population in times of war and
whether the civilian population itself is prepared to support the state
under conditions of armed conflict and to take effective action to
survive in the face of war threats.

Contemporary definitions of security in the general sense
emphasise that it is a certain objective state perceived by an
individual or social group as: the absence of threats, certainty of
existence, survival and possession, functioning and development.
This state is positively valued by the subject in question and is
the result of his or her own activity and the actions taken for
security by his or her social environment.! In this view, it is clear
that achieving a state of security is a complex process of countering
(avoiding, preventing, opposing) various types of real and potential
threats to both the entity itself and its interests, but is a process
that requires interaction between the security perpetrator and its
referent entity. It requires both actors to prepare to face the threats
and to work together to avoid, or minimise, their effects. This is
also true in the theatre of modern warfare, where, on the one hand,
the state should create a system for the effective protection and
defence of the state itself and, above all, of its citizens against the
threats of war and, on the other hand, the citizens of the state should
be prepared to support the state in the fight against an invader and
to be prepared to survive under conditions of war.

The aim of this publication is to outline the problem of preparing
the population for action in armed conflict conditions from both
a historical perspective and contemporary realities in Poland, as
well as to introduce the basic assumptions of the research project
that a team of researchers from the Department of National Security
at the Pomeranian Academy in Stupsk intends to carry out in this
field.

A key term in the preparation of the population for war-time
threats is that of general self-defence, and it is worth paying
a little more attention to it before discussing further issues. The term
was taken from military theory and in its most general, original
meaning meant a grassroots form of national defence, consisting

! More: Urbanek, A.: Podstawy bezpieczenstwa panstwa.
Wymiar  spoteczno-polityczny  [Fundamentals of national
security. Socio-political dimension], Stupsk 2013, pp. 19-20.
A. Urbanek, Wspoétczesny cztowiek w przestrzeni bezpieczenstwa.
W poszukiwaniu teoretyczno$ci bezpieczenstwa personalnego.
[A Contemporary Man in the Security Space: In Search of
the Theoretical Nature of Personal Security], Stupsk 2015, pp. 45-46.

in the spontaneous, permanent or ad hoc organisation of the civilian
population in their place of residence to resist threats to life, health,
property and the environment, as well as to resist armed aggression
and organise the population for armed struggle under conditions of
occupation. In the 1979 "Lexicon of Military Knowledge", general
self-defence of the population was defined as "defensive actions
of the general population in wartime and participation in civil
defence organisational units in peacetime"?. Thus, in this sense,
the general self-defence ofthe population took two main forms: armed
self-defence’® and unarmed self-defence, as shown in Fig. 1.

General self-
defence of the
population

Fig. 1 Forms of general self-defence of the population.
Source: own study

General self-defence, thus understood, was treated as part
of civil defence and consisted primarily of the obligation of all
persons of adequate health to participate in training and practical
exercises aimed at acquiring the necessary skills for self-defence
and the performance of defence and protection tasks in wartime as
part of civil defence.

It is worth noting that universal non-armed self-defence focused
on the performance of tasks of a protective and rescue nature.
The available literature indicates, however, that general self-defence
has a broader scope and occurs in spheres related to: protection
of the population (persons, goods and the environment); public
security and order; social security; protection of national cultural
property; defence (protection against aggression); education
for security; support of government structures and entities in
the performance of their statutory security tasks.*

Armed self-defence, in turn, is understood as "a type of
self-defence that is based on the use of weapons by direct or indirect
(deterrence) use against actual (real) or potential attackers"’.
The creation of armed self-defence is the result of the security policy
adopted in the state. Legal, military, economic and organisational
conditions, among others, play a large role in its construction.
The contemporary Polish legal system does not provide unequivocal
grounds for the organisation of armed self-defence in peacetime,
while their creation in wartime is connected with the necessity
to comply with the norms of international law so that it is not
considered a terrorist action.

After 1989 in Poland the term general self-defence began to
be limited to non-armed self-defence (of a protective and rescue
nature), the aim of which was to prepare the population to face both

2

Leksykon wiedzy wojskowej [Lexicon of military knowledge],
editorial team led by M. Laprus, Warsaw 1979 p. 326.

3 This is indicated by, among others: W. Kitler, J. Marczak, K.
Gasiorek.: Samoobrona powszechna, ,,Zeszyt Problemowy TWO"
[Common self-defence, "Zeszyt Problemowy TWO" No. 4, January
1997.

More: J. Marczak (ed.), Samoorganizacja spoleczenstwa na rzecz
bezpieczenstwa powszechnego: samoobrona powszechna III
Rzeczypospolitej Polskiej. [Self-organisation of society for universal
security: general self-defence of the Third Republic of Poland.]
Warsaw 2000.

5 TIbid, p. 70.
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military and non-military (natural and anthropogenic) threats and
to undertake appropriate self-defensive actions not only in wartime,
but also in peacetime, if only in the event of natural disasters.
As the situation in Ukraine shows us, it is worth paying attention to
both one and the other form of general self-defence of the population,
while the postulate of extending it to actions in situations of
non-military threats in peacetime can be considered right.

Obviously, training within the framework of general
self-defence is not the only way of preparing the population to
function in conditions of various types of threats, including military
threats, and the links of the system are also education of a defensive
character realised within the framework of the general school
education system, training realised for civil defence structures, or
activities undertaken by non-governmental organisations, including
paramilitary organisations. These issues will be discussed in more
detail later in the paper.

Preparing populations to function in armed conflict - historical
aspects

The outbreak of the First World War and the use of new
offensive tactics with the use of aviation, armoured weapons and
chemical weapons initiated the emergence of non-military defence
formations in Poland. Historically, the development of these defence
formations has a complete connection with the rebirth of statehood
and the formation and functioning of the newly established state
bodies responsible for national security. Despite the frequently
occurring political and socio-economic changes in our country,
the main tasks set for non-military defence formations were
primarily to protect the population and the country's critical
infrastructure against the effects of warfare, especially air bombing
attacks and the use of chemical weapons.

In the 1920s, Poland's first non-military defence formation
comparable in structure and operation to the Civil Defence was
established. In 1922, the Committee for Anti-Gas Defence was
established, which in 1924 changed its name to the Gas Defence
Society, merging three years later with the State Air Defence
League (LOPP - Liga Obrony Powietrznej Panstwa). From May
1928, it began to function as an association under the name of
Airborne and Anti-gas Defence League, and oriented its activities
mainly towards the public interest and national defence. The main
objective of the Air and Anti-gas Defence League was" (...) to
support Polish aviation in all its fields, comprehensive study of
means of chemical defence and preparation of the population for
anti-gas defence"®. In the following years, the state authorities added
additional duties to the League, including the organisation and
commissioning of a civilian peacetime observation and reporting
service, which took place in 1931. Other activities concerned gas
defence by organising training and supplying field structures with
gas protection equipment and building shelters.

In 1934, legal acts were passed and implemented, which
regulated the functioning of the above mentioned organisation in
Poland: The Council of Ministers recognised the Airborne and
Anti-gas Defence League as an association of higher public utility
and accepted the Act on Air and Anti-gas Defence. The LOPP
Association was granted "(...) the privilege of exclusive operation
on the territory of the whole State in the field of coordination
and management of activities aimed at preparing civilians for
anti-aircraft and anti-gas defence"’. In the following years,
executive acts were enacted as ordinances and regulations
detailing the tasks of state authorities and social organisations on
the issue of anti-aircraft and anti-gas defence. The last ordinance of
the Council of Ministers concerning the preparation in time of peace

¢ Pamiatkowa Ksigga Pamigtkowa na XV lecie L.O.P.P.
[Commemorative Book for the 15th anniversary of the LOPP],
Wydawnictwo Zarzadu Gléwnego, Warszawa 1938, p.28.

7 0J. 1934 no. 80 item 742.

of anti-aircraft and anti-gas defence in the areas of regulation and
development of settlements and public and private construction was
introduced in 1938 before the outbreak of the Second World War.

The renewed military and genocidal actions and the use of
new nuclear weapons during the Second World War indicated
that the creation of structures of general self-defence to protect
the population and property became a necessity. After the end of
hostilities, the reconstruction of the state became paramount, which
greatly slowed down the re-establishment of defence formation
structures. More importantly, the post-war years escalated into an
arms race between the two superpowers, leading to a 'Cold War'
with the real threat of nuclear weapons usage.

Conceptual work on the establishment of a passive air defence
system had been going on since 1945. It was not until 1951 that the
Territorial Air Defence (TOPL - Terenowa Obrona Przeciwlotnicza)
was established, by the Act on Territorial Air Defence®, which
in practice mirrored in its operation the civil defence units. TOPL
structures included specialised services: medical-sanitary, technical
rescue, fire-fighting, shelter, order-protection and chemical.
Individual TOPL units were formed and operated directly
in workplaces and in towns and villages among the population.
In 1965, TOPL changed its name to Powszechna Samoobrona
[General Self-Defence], which operated until 1973. The units of
the General Self-Defence were formed as Company Self-Defence
Branches and Field Self-Defence Branches, broken down into
individual services such as Reconnaissance, Communications and
Alerting, Medical-Sanitary, Fire Protecion, Order and Protection,
Shelter, Technical Rescue, Decontamination and Deactivation,
Welfare and Veterinary Services. The tasks set for the General
Self-Defence aimed at providing citizens with collective protection
measures such as hiding places and shelters, food and drinking
water supplies and medical assistance. Training and exercises were
organised on how to deal with an air attack or a nuclear bomb
explosion. In 1973, General Self-Defence was reformed again and
renamed Civil Defence. Between 1973 and 1983, Civil Defence
underwent continuous organisational modification and expansion.
The objectives set for Civil Defence were "(...) to protect the
population, workplaces and public utilities, cultural assets, to
rescue and provide assistance to those affected in times of war,
and to cooperate in combating natural disasters and environmental
hazards and removing their effects"!°.

In 1983" changes were made to the functioning of the Civil
Defence, according to which the following tasks belonged to
the territorial level:

1) Protecting the population from the effects of means of destruction
(warning and alerting the population and detecting threats and
contamination; preparing and carrying out the dispersal of
work crews and the evacuation of the remaining population;
preparing protective structures and special facilities; supplying
the population with equipment and personal protective
equipment).

8 Ordinance of the Council of Ministers of 29 April 1938 on
the preparation in time of peace of anti-aircraft and anti-gas defence
in the areas of regulation and development of settlements and public
and private construction, (Journal of Laws of the Republic of Poland,
1938, No. 32, item 278).

° 0lJ. 1951, no. 14, item 109.

10" Act of 21 November 1967 on the Universal Duty to Defend

the Republic of Poland (Journal of Laws 1967 No. 44 item 220),

art. 137.

Ordinance of the Council of Ministers of 23 December 1983

on the detailed scope of action of the Head of Civil Defence of

the Country and the heads of civil defence of provinces, cities,

districts, communes and towns (Journal of Laws 1983 No. 73,

item 324).
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2) Protection of workplaces and public utilities against the effects
of means of destruction - protection of water intakes and
facilities and provision of emergency water intakes; preparation
and implementation for blackout and extinguishing of lighting;
protection of unique scientific apparatus and important
technical and technological documentation; preparation of
civil defence management positions; protection of particularly
important equipment, workplaces whose functioning is
essential; protection of agricultural crops and food products,
as well as livestock and fodder; implementation of other
projects increasing the degree of protection against the effects
of radiation and secondary effects of this action;

3) Protection of cultural property (securing or carrying out
the evacuation of movable cultural property and protecting
immovable cultural property from the effects of flare).

4) Rescuing and assisting the injured (preparing civil defence
formations for rescue operations; organising and carrying out
rescue operations; dealing with the effects of missiles).

5) Interaction in the fight against natural disasters and recovery of
their consequences.'?

In addition to the above-mentioned tasks in the field of civil
defence functioning, activities related to organising and conducting
various types of training and exercises of the population within
the framework of general self-defence at various organisational
levels of provinces, districts, municipalities, cities, districts and
workplaces were performed.

Until 1989, some citizens were prepared to fulfil their duty to
defend the homeland and protect the population through military
service'’, while the rest were prepared through service in militarised
units, service in self-defence formations and through general
self-defence of the population. Self-defence formations constituted
a network of specialised organisational units of the Territorial
Defence Forces (OTK - Obrona Terytorium Kraju), designed to
perform a range of tasks in the event of war.

The preparation of citizens for the defence of the country
in self-defence formations took place in individual self-defence
branches, including:

* company self-defence units (ZOS), set up in workplaces,
offices, state institutions and socialised economy units;

» territorial self-defence units (TOS), set up in towns, settlements,
communities, villages and even large blocks of flats;

» specialised self-defence squads (SOS), created to perform
special self-defence tasks that were not within the remit of the
Z0S and TOS;

» other organisational units existing in the self-defence system.'*
In the event of armed conflict, general self-defence units were

designed to:

* to protect against the effects of the enemy's armed impact on
the country's territory;

* protection against weapons of mass destruction;

« the elimination of the resulting effects of weapons of mass
destruction.

To carry out these tasks, appropriate specialist services
were created within the self-defence branches (ZOS and TOS):
reconnaissance; notification and alerting; communications;

12 R. Kalinowski, Obrona cywilna w Polsce [Civil Defence in Poland],
Siedlce 2011, pp. 56-57.

'3 Basic military service was a form of compulsory military
service. Basic military service was suspended in 2010, due to
the professionalisation of the Polish Armed Forces and
the introduction of professional service.

!4 More: A. Kurant, Obrona Cywilna RP [Civil Defence of the Republic
of Poland], Warsaw 1993, pp. 26-27.

fire protection; order and protection; decontamination and
deactivation; medical and sanitary; veterinary; technical rescue and
others.

Both men and women (who were qualified) between the ages
of 18 and 24 were subject to compulsory training in self-defence
formations, while those deemed fit for such service, between
the ages of 18 and 60, were subject to compulsory service in
self-defence formations. The rest of the population, who were not
subject to military service, service in self-defence formations and
service in militarised areas - irrespective of their age (except for
the sick), were subject to defence preparation as part of general
self-defence. Fulfilling this obligation by participating in training
and practical exercises aimed at acquiring the ability to perform the
relevant functions of general self-defence."

Moreover, in the post-war period, as well as in the years 1951-
1989 in Poland, training in the field of civil defence activities
was carried out as part of school classes in the subject Defence
Preparation. Exercises related to the announcement of various
types of alarms, signals and warning messages were conducted
in schools.

The year 1989 introduced further quite significant changes
in the functioning of the Civil Defence, which was connected
with political changes in Poland. These changes directly affected
the organisational structure of Civil Defence, its tasks, competences
and possibilities of performing tasks, including those within
the framework of common self-defence. Unfortunately, these
changes were not fully beneficial from the perspective of preparing
society for functioning in conditions of armed conflict.

Preparing the population to function in armed conflicts -
the current state of play

The current system of preparing the population to function in
armed conflict is a fragmented system and is based on four essential
pillars (Fig. 2):

1) the school education system, which includes, among other
things, education within the subject 'Education for Security';

2) Civil Defence system, which included training in general
self-defence until 2022;

3) the activities of the Ministry of National Defence, under which
structures of the Territorial Defence Forces have been created
and attempts are being made to give the population more
military training, mainly for the purpose of creating personnel
reserves, as well as supporting grassroots defence initiatives;

4) the activities of non-governmental organisations, mainly of
a rescue and paramilitary nature.
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Fig. 2 System elements for preparing the population
for self-defence.
Source: own study

15 R.Krawczynski, Polskie doswiadczenia funkcjonowania samoobrony
w zakresie ochrony i ratownictwa ludnosci, [Polish experiences of
the functioning of self-defence in the field of civil protection and
rescue, "Annales Universitatis Paedagogicae Cracoviensis", Studia
de Securitate et Educatione Civili I (2010), Folia 75, pp. 81-83.
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An extremely important link in the school education system
is the implementation of the subject "Education for Safety".
The subject has been introduced in Poland since 1 September 2009
as one hour per week per school year in the then lower secondary
school (now in primary school), and since 1 September 2012
it has been in force in the same dimension in secondary school.
The subject completely replaced defence preparation, which,
according to the 'old' core curriculum, was taught two hours per
week in secondary (post-primary) school. The scope of teaching
included, until 2022, broadly defined civil defence, methods of
protection against various threats and preparation for dealing with
disasters, while classes related to traditional defence preparation
were marginalised.

Significant changes occurred in this respect only last year,
where changes were made to the core curriculum'®. In primary
and secondary schools, education for safety is intended to prepare
pupils to behave and react appropriately in situations that pose
a threat to health and life and in emergencies. The subject includes
educational content on state security, content on the organisation
of rescue operations, first aid and defence education. Defence
education includes topics on: responding to the threat of warfare,
cyber security in the military dimension, shooting training at
the basic level.

In the school education system, it is possible to create classes
with a military profile (klasa mundurowa), where an extended
programme in defence education is implemented. Courses
in these classes are held under the patronage of the national defence
ministry. In 2021, the support programme covered 10,921 students
studying in 440 classes from 185 schools across Poland.

The basic link, on the basis of which the system should operate,
are the structures of Civil Defence and implemented on the basis
of non-training within the framework of common self-defence.
According to the legal status in force until last year!’, the preparation
of the population to act in conditions of threats, including military
threats took place within the framework of general self-defence.
According to the legislation in force, persons with Polish citizenship
were obliged to:

1. preparing the security of buildings/dwellings and personal/
individual property;

2. securing their own sources of drinking water and foodstuffs
against contamination or pollution;

3. maintenance and upkeep of owned and assigned security
equipment and means;

4. the maintenance and upkeep of domestic safe rooms;

5. carry out other activities to protect their own life, health and
property and to provide assistance to the injured.

!¢ Ordinance of the Minister of Education and Science of 1 August 2022
amending the regulation on the core curriculum of general education
for a general secondary school, a technical school and an upper
secondary school (Journal of Laws 2022, item 1705); Ordinance of
the Minister of Education and Science of 1 August 2022. amending
the regulation on the core curriculum of pre-school education and
the core curriculum of general education for primary school,
including for pupils with moderate or severe intellectual disabilities,
general education for the lower secondary school, general education
for the upper secondary school, general education for the special
school and general education for the post-secondary school (Journal
of Laws 2022, item 1717).

The already quoted Act on the Universal Duty to Defend the Republic
of Poland.

3

It should be noted that the bodies of the public organisation
were assigned responsibility for enforcing the obligations imposed
on citizens. Thus, the mayor or wdjt (advocatus) was empowered to
impose obligations on citizens regarding'®:

* proper conduct after the announcement of emergency signals;

* prepare for the protection of premises, dwellings, outbuildings,
food, water, crops and fodder;

* maintaining equipment and protective measures in proper
technical conditions;

» proper conduct in areas of infestation, natural disasters and
other hazards and the provision of assistance to those affected,

» the preparation and use of domestic safe rooms.

The effectiveness of the Civil Defence system has been and is
currently at a very low level, as evidenced by audits carried out in
this regard in Poland by the Supreme Audit Office (NIK - Najwyzsza
Izba Kontroli)."” They show unequivocally that the system is
archaic, inefficient, unadapted to contemporary challenges and
threats of inefficiency, and does not provide adequate protection
for the population under both military and non-military threats.
Reports have raised many concerns about the quality of training
provided. Other studies® show that only about 1 % of the population
participates in training in general self-defence, and that relevant
content for the public is provided in handbooks that few people use.

Defence training activities are also being attempted by
the Ministry of National Defence. As of 01 January 2017,
the Territorial Defence Forces (WOT - Wojska Obrony Terytorialnej)
were created within the structures of the Armed Forces, which
currently numbers 34,000 soldiers. This formation partly takes
over the tasks performed before 1989 by self-defence formations.
Among the tasks of the WOT are:

* maintaining general readiness for the defence of the Republic of
Poland (in wartime conditions supporting operational troops).

« the protection of the population from the effects of natural
disasters, the elimination of their consequences, the protection
of property, search operations and the rescue or protection of
human health and life, and participation in the implementation
of crisis management tasks.

The Homeland Defence Act?, which came into force on
23 April 2022, entrusted the WOT with the non-military part of
crisis management tasks in the national defence ministry.

'8 This was regulated by the Ordinance of the Council of Ministers
of 28 September 1993 on general self-defence of the population
(Journal of Laws 1993 No. 91, item 421).

1 The Supreme Audit Office (NIK) is the chief and independent body

of state control in Poland. It is primarily concerned with the audits

number P/11/083 Preparation of civil defence structures to perform
tasks in wartime and peacetime and number 1/12/006 Preparation
of the system of civil protection against natural disasters and crisis
situations. See also, NIK, Civil protection under crisis management
and Civil Defence Information on the results of the audit, Warsaw

2018.

D. Michalski, Powszechna samoobrona w rejonie przesmyku

suwalskiego jako warunek konieczny zapewnienia bezpieczenstwa

ludno$ci cywilnej [General self-defence in the Suwalki Isthmus
region as a prerequisite for ensuring the security of the civilian

population], PWSZ Suwatki 2017.

Act of 11 March 2022 on defence of the Fatherland (Journal of Laws

2022, item 655).
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The resort also cooperates with the Minister of Education and
Science in defining the core curriculum for security education
and organises military training for students under the so-called
'Academic Legion School’ (Szkota Legii Akademickiej). These
are important initiatives, but they are more oriented towards
the accumulation of personnel reserves for the Polish Armed
Forces than an element of systemic support for state structures in
the training of the civilian population.

Finally, non-governmental organisations are the last link
involved in the implementation of tasks related to the preparation of
the population to act in conditions of equal risks. The civil protection
system in Poland is supported by, among others, specialised social
rescue organisations, including: Mountain Volunteer Rescue
Service (GOPR - Gorskie Ochotnicze Pogotowie Ratunkowe),
Tatra Volunteer Rescue Service (TOPR - Tatrzanskie Ochotnicze
Pogotowie Ratunkowe), Water Volunteer Rescue Service (WOPR
- Wodne Ochotnicze Pogotowie Ratunkowe), Mazury Volunteer
Rescue Service (MOPR - Mazurskie Ochotnicze Pogotowie
Ratunkowe), which can also carry out their tasks under war
conditions. Rescue training is also provided by other organisations,
such as the Polish Red Cross.

However, when talking about preparing the population
to function under conditions of military threats, paramilitary
organisations play an important role. It is estimated that in
Poland, within the framework of such organisations and within
the framework of classes with a military profile, which have
come into vogue in recent years, there may be approximately
60,000 military enthusiasts and admirers. Military organisations
related to the general self-defence of the population can be divided
into two basic categories:

* Social pro-defence organisations - i.e. associations and
organisations with the task of preparing the population for
national defence. Such organisations include youth or veterans'
organisations and specialist organisations for young people or
adults engaged in unusual sports, hobbies, etc. (paratroopers'
association, ham radio association).

* Military organisations - i.e. formal organisations and informal
organisations structurally similar to the military. The term
includes organisations such as the Polish Scouting Association,
the Scouting Association of the Republic of Poland,
the Riflemen's Associations (ZS Strzelec OSW, ZS Strzelec
RWN, ZS Strzelec), the National Defence, the National
Defence League, etc.??

The activity of this type of organisation is an important
element supporting state structures in the implementation of tasks
related to the defence education of society and a manifestation of
the developing civil society in Poland.

The fundamental problem at present, however, is the lack of
legal regulation of civil defence. The enactment of the Homeland
Defence Act has suspended the functioning of the entire civil
defence system in a legal vacuum. Work on the draft law on civil
protection® has been going on since 2015 and has not found its
legislative final. What is worrying, however, is that the draft law
of 2022 treats the issue of civil defence in a very general and
perfunctory manner and makes absolutely no mention of general
self-defence. According to the draft, defence education training is

22 More: A. Sokotowski, Dziatalno$¢ polskich organizacji
paramilitarnych, ,Studia z Zakresu Prawa, Administracji
i Zarzadzania”, [Activities of Polish paramilitary organisations,
"Studies in Law, Administration and Management”], 2015,
Volume 8.

2 Civil Protection Bill 2022, available on the website of the Sejm
of the Republic of Poland: http://orka.sejm.gov.pl/Druki9ka.nsf/
Projekty/9-020-941-2022/$file/9-020-941-2022.pdf.

to take place in the school education system and as part of higher
education, and the services, inspections and guards, within the
scope of their competences, will provide information to the public
for educational purposes on desirable behaviour in an emergency
situation. Will these be sufficient solutions?

Basic assumptions of research undertaken at the Pomeranian
Academy in Shlupsk in the field of diagnosis of the state
of preparedness of the civilian population to function in
the conditions of contemporary armed conflicts

Taking into account the experience of the conflict in Ukraine
and the importance of the issue of preparing the population for
action in the conditions of contemporary armed conflicts, a team of
scientists and security specialists from the Department of National
Security of the Pomeranian Academy in Stupsk intends to carry
out a research project, which, in the case of interest from foreign
partners, may take the form of an international project.

The project has several important objectives:

» Firstly, to diagnose the effectiveness and efficiency of systemic
measures taken in this field in Poland (they can also be
diagnosed in other countries);

» secondly, to diagnose the state of preparedness of the population
to carry out tasks within the framework of universal armed and
non-armed self-defence in the event of military threats;

» thirdly, to identify directions for evaluation of the solutions
currently adopted and to prepare recommendations to improve
the system and adapt it to the real needs in this area.

The main problem of the research took the form of the question:
How is the process of preparing the population for action in
the conditions of contemporary armed conflicts implemented?
The specific problems took the form of the following questions at
this stage:

1) How effective is the functioning of the system of preparing
the population to act in the conditions of contemporary armed
conflicts?

2) What is the state of preparedness of the population to carry out
tasks of general armed and non-armed self-defence in the event
of military threats?

3) To what extent can we use the experience of the Russian-
Ukrainian conflict to evaluate the system currently in place?

4) In what direction should the current system of population
preparedness for contemporary armed conflict evolve?

The project also envisages the identification of a catalogue
of competences, necessary for the population to survive in
the framework of contemporary armed conflicts and
the implementation of tasks within the framework of universal
armed and non-armed self-defence. The project will be implemented
between 2023 and 2025.

Final conclusions

As the actions taken by Russia against the civilian population of
Ukraine, including attacks carried out against critical infrastructure,
show, the preparation of the civilian population for self-defence
actions in armed conflicts is becoming a very important issue.
At the moment, we are in the early stages of the planned research,
but our analysis so far already shows that:

* The concept of universal armed and non-armed self-defence is
still relevant and is worth revisiting, laying the foundations of
modern civil protection systems under military threats within
the framework of civil defence.

* There is a need to diagnose the level of preparedness of the

population to function in the realities of modern warfare and the
experience of the conflict in Ukraine can be used in this respect.
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e It is also worth defining the competences necessary for
the survival of the population under military threats and
the competences necessary to confront occupying forces,
and only on the basis of these should the scope and nature of
education of the population in this respect be defined.

* The project proposed by the Pomeranian Academy can take on
the character of an international project, where the experience
of other countries in this field can be used, and thus it will be
possible to develop a universal and, above all, effective model
for the preparation of the population for self-defence measures
in the framework of armed conflicts.
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Plan konferenci FBI a SPBI, z.s.

5.-7. €erven 2023 FIRE SAFETY

Pozarni bezpecnost jadernych elektraren - mezinarodni seminaft, ktery se kona vzdy
2 roky v Ceské republice a 2 roky na Slovensku. SdruZeni pozarniho a bezpe&nostniho
inzenyrstvi, z.s. ho spolupofada s Fakultou bezpe¢nostniho inZenyrstvi a Slovenskou
spolecnosti propagace védy a techniky. Seminaf je zaméfeny na problematiku pozarni
bezpecnosti jadernych elektraren.

7~

6. - 7. zari 2023 Pozarni ochrana

Mezinarodni konference poradana ve spolupraci s Fakultou bezpe¢nostniho inZzenyrstvi,
Ceskou asociaci hasi¢skych dustojniki, z.s. a MV-Generalnim feditelstvim HZS CR.
Jednani konference je rozdé€leno do sekei: Pozarni ochrana, Technologie pro bezpec¢nost,
Protivybuchova prevence, Véda a vyzkum v pozarni ochran¢, Zkusebnictvi v pozarni
ochrang.

31. leden - 1. inor 2024 Ochrana obyvatelstva

Mezinarodni konference potadand ve spolupraci s Fakultou bezpecnostniho inZzenyrstvi
a MV-Generalnim feditelstvim HZS CR. V programu konference jsou zastoupeny
tématické obory: krizovy management, ochrana obyvatelstva, ochrana kritické
infrastruktury, nebezpecné latky. Cilem konference je vyvolat diskusi mezi odborniky
o zapojeni modernich technologii do systémi ochrany obyvatelstva.

17. - 18. duben 2024 Bezpecnost a ochrana zdravi pii praci

Mezinarodni konference poradana ve spolupraci s Fakultou bezpe¢nostniho inZzenyrstvi,
Ministerstvem prace a socialnich véci CR a Vyzkumnym ustavem bezpeénosti prace,
v.v.i. Hlavni témata konference se tykaji novych vyzev v fizeni bezpecnosti prace
a procestl.

kvéten 2024 Pozarni bezpecnost stavebnich objekti

Konference poradand ve spolupraci s Fakultou bezpecnostniho inzenyrstvi. Jednani
konference je zaméieno do oblasti tykajici se pozarni bezpecnosti staveb, legislativnich
postupl pfi vystavbe€, problematiky pozarné bezpecnostnich zatizeni a logickych
navaznosti bezpec¢nostnich a protipozarnich systém.

Vice informaci na www.spbi.cz.
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